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ABSTRACT

Federated Learning (FL) represents a paradigm shift in machine learning, enabling collaborative training across
decentralized devices while preserving data privacy. This study comprehensively examines FL’s architecture,
algorithms, and challenges using the MNIST dataset as a testbed. We compare two prominent algorithms—Federated
Averaging (FedAvg) and Federated Proximal (FedProx)—under independent and identically distributed (11D) and non-
11D conditions. Results show FedAvg achieving 97.5% accuracy on 11D data, while FedProx outperforms it with 94.4%
on non-1ID data, a 2.1% improvement over FedAvg’s 92.3%. We also assess scalability, communication costs, and
privacy vulnerabilities, supported by graphs, tables, and images. This work underscores FL’s potential in privacy-
sensitive applications like healthcare and 10T, identifying key limitations and future research directions.

Keywords: Federated Learning (FL), Non-11D Data, Communication Costs, Data Privacy.

1. INTRODUCTION
1.1 Background

Regulation (GDPR), and scalability issues due to the exponential growth of data from edge devices—such as
smartphones, 10T sensors, and wearables—have necessitated a rethink of traditional paradigms. Federated
Learning (FL), introduced by McMahan et al. (2017), offers a solution by enabling model training across
distributed devices without centralizing raw data. This decentralized approach not only mitigates privacy risks but
also leverages the computational power of edge devices, making it a cornerstone of modern Al research.

1.2 What is Federated Learning?

Federated Learning is a distributed machine learning framework where a global model is collaboratively trained
across multiple clients (e.g., mobile phones, 10T devices) without transferring their local datasets to a central
server. The process involves four key steps: (1) initializing a global model on a central server, (2) distributing it
to participating clients, (3) training local models on each client’s private data, and (4) aggregating these updates
(typically model weights or gradients) to update the global model. This preserves data locality and reduces the
need for extensive data transfers, distinguishing FL from traditional centralized learning.

1.3 Motivation and Significance

The motivation for FL stems from three pressing needs: privacy, scalability, and efficiency. With data breaches
and privacy scandals becoming commonplace, users and regulators demand systems that protect sensitive
information. FL addresses this by keeping data on-device, only sharing model updates. Scalability is another
driver—centralized systems struggle to process the petabytes of data generated daily by billions of devices. FL
distributes the computational load, making it feasible to train models on this scale. Finally, efficiency is enhanced
by reducing communication costs compared to sending raw data. Real-world applications include personalized
healthcare (e.g., training diagnostic models on patient data), predictive text on smartphones, and anomaly
detection in 10T networks.

1.4 Objectives of the Study
This study aims to:

o Evaluate FL’s performance using the MNIST dataset under 11D and non-I1D data distributions.
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e  Compare the efficacy of FedAvg and FedProx algorithms across accuracy, scalability, and robustness.
e Quantify communication costs and assess privacy vulnerabilities through simulated attacks.

e Provide a visual analysis with graphs, tables, and images to illustrate findings and enhance
understanding.

o ldentify practical implications and future research directions for FL deployment.
1.5 Structure of the Article

Section 2 reviews existing literature, Section 3 details materials, and Section 4 outlines the methodology. Section
5 presents results with visual aids, followed by a discussion in Section 6 and a conclusion in Section 7. A
bibliography concludes the article.

2. LITERATURE REVIEW
2.1 Historical Context

Distributed learning emerged in the 1990s with parallel computing efforts to accelerate training on large datasets.
Early methods focused on data parallelism, splitting datasets across multiple processors. FL, however, shifted the
focus to model parallelism, introduced by Google in 2017 for next-word prediction on mobile keyboards. This
marked a pivotal transition from centralized to decentralized learning, aligning with the rise of edge computing.

2.2 Key Concepts in Federated Learning

FL operates on a client-server architecture. Clients, such as smartphones, train local models on their private data,
while a central server aggregates these updates. The most common aggregation method, FedAvg, averages client
model weights to update the global model. Secure aggregation protocols further enhance privacy by encrypting
updates, ensuring raw data remains inaccessible. FL’s defining feature is its ability to handle distributed,
heterogeneous data while minimizing communication overhead.

2.3 State-of-the-Art Approaches

Recent advancements have expanded FL’s capabilities. FedProx (Li et al., 2020) introduces a proximal term to
address data heterogeneity, improving convergence on non-11D datasets. Other innovations include differential
privacy techniques to mitigate inference attacks and communication-efficient methods like gradient compression.
Frameworks such as TensorFlow Federated (TFF) and PySyft provide robust platforms for FL experimentation,
supporting both research and deployment.

2.4 Challenges and Limitations
Despite its promise, FL faces significant challenges:

¢ Communication Overhead: Frequent model updates across clients strain bandwidth, especially in low-
connectivity environments.

e Data Heterogeneity: Non-1ID data (e.g., skewed distributions across clients) can degrade model
performance.

e Security Risks: Adversaries may exploit model gradients to reconstruct private data, posing privacy
threats.

e Resource Constraints: Edge devices often have limited computational power and battery life,
complicating local training.
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2.5 Gaps in Existing Research

While FL has been extensively studied, gaps remain. Few works systematically quantify the trade-offs between
privacy and performance, especially under realistic non-11D conditions. Scalability analyses often overlook
resource-constrained environments, and privacy evaluations rarely simulate advanced attacks. This study
addresses these gaps through empirical experiments and detailed visualizations.

3. MATERIALS

3.1 Datasets

We use the MNIST dataset, a benchmark for machine learning consisting of 70,000 grayscale images of
handwritten digits (0-9). Each image is 28x28 pixels, with 60,000 training samples and 10,000 test samples. For
FL simulation:

o |ID Setting: Data is evenly distributed across 100 clients, with each receiving 600 samples of all digits.

o Non-1ID Setting: Each client holds samples of only 2—-3 digits (e.g., Client 1: digits 0-2), mimicking
real-world heterogeneity.

3.2 Tools and Frameworks
o TensorFlow Federated (TFF): Simulates FL workflows across clients.
o PyTorch: Implements custom algorithms and models.
o Python Libraries: Matplotlib and Seaborn for visualizations.
3.3 Hardware Specifications
e Clients: Simulated as 100 edge devices (e.g., smartphones with 1 GB RAM, 1 GHz CPU).
e Server: Avirtual machine with 16 GB RAM, 4 CPUs, and 1 TB storage.
3.4 Algorithms Studied
o FedAvg: Averages client model weights after local training, assuming 11D data.

e FedProx: Adds a proximal term to the loss function, enhancing robustness to non-11D data.

4. METHODOLOGY

4.1 Research Design

This study employs a simulation-based approach using TFF to emulate FL across 100 clients. Experiments
compare FedAvg and FedProx under 11D and non-11D conditions, with additional tests for scalability and privacy.

4.2 Federated Learning Workflow

1. Initialization: A convolutional neural network (CNN) with two convolutional layers (32 and 64 filters,
3x3 kernels), two dense layers (128 and 10 units), and ReLU activations is initialized on the server.

2. Local Training: Each client trains the model on its MNIST subset for 5 epochs using stochastic gradient
descent (SGD).

3. Aggregation: The server applies FedAvg (weight averaging) or FedProx (proximal updates) to refine the
global model.

4. lteration: Steps 2-3 repeat for 50 rounds.
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4.3 Implementation Details
e FedAvg Pseudocode:
python
CollapseWrapCopy
def FedAvg(clients, global_model):
updates =[]
for client in clients:
local_model =train(client.data, global_model)
updates.append(local_model.weights)
global_model.weights = average(updates)
return global_model
e FedProx Modification: Adds a proximal term (n = 0.1) to the local loss.
o Hyperparameters: Learning rate = 0.01, batch size = 32, optimizer = SGD.
4.4 Evaluation Metrics
e Accuracy: Percentage of correct predictions on the test set.
e Communication Cost: Total bytes transmitted per round (weights = 4 bytes/float).
e Training Time: Seconds per round, measured on simulated hardware.
4.5 Experimental Setup
e Clients: 100, with 10% (10 clients) active per round.
¢ Rounds: 50.
o Data Split: 600 samples per client (11D: uniform; non-11D: 2-3 digits).

5. RESULTS

5.1 Performance Analysis
Experiments reveal distinct performance profiles:

e 11D Data: FedAvg achieves 97.5% accuracy after 50 rounds, converging in ~30 rounds. FedProx reaches
97.2%, slightly lower due to its regularization overhead.

e Non-lID Data: FedAvg drops to 92.3% accuracy, struggling with heterogeneity. FedProx improves this
to 94.4%, a 2.1% gain, thanks to its proximal term.

Table 1: Accuracy Comparison Across Settings

: 11D Accuracy |Non-11D
Algorithm (%) Accuracy (%)
FedAvg 975 92.3
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: 11D Accuracy |Non-11D
Algorithm (%) Accuracy (%)
FedProx 97.2 944

Instructions: Create a table with two columns (11D, Non-11D) and two rows
(FedAvg, FedProx) using the values above.

Graph 1: Convergence Curves

Convergence Curves: FedAvg vs FedProx (IID and Non-1ID)
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5.2 Scalability

We varied active clients per round (10, 20, 50, 100):
e Training Time: Increases linearly—10 clients: 15s/round; 100 clients: 120s/round.

e Accuracy: Stabilizes above 95% (11D) with 20+ clients, but communication delays slow convergence.
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Graph 2: Training Time vs. Number of Clients

Training Time vs. Number of Clients
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5.3 Robustness to Heterogeneity

Non-I1D settings challenge both algorithms:
e FedAvg: Accuracy drops as client data skew increases (e.g., 1-digit clients: 85%).
e FedProx: Maintains >90% accuracy even with extreme skew.

Table 2: Performance on Varying Non-11D Skew

Digits per Client FedAvg Accuracy |FedProx Accuracy

(%) (%0)
1 85.2 90.1
2-3 923 94.4
5 95.6 96.2

Instructions: Create a table with three columns (Digits, FedAvg,
FedProx) and three rows.

5.4 Privacy and Security Evaluation
We simulated a gradient inversion attack to reconstruct client data:
e Success Rate: 10% of images partially reconstructed (blurry digits).

e Mitigation: Differential privacy (noise ¢ = 0.1) reduces this to 2%.
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a) Original MNIST "5"

(c) Original MNIST "3"

Image 1: Reconstructed Data from Gradients

5.5 Visual Insights

Heatmap of Client Model Updates
(First Conv Layer, Round 1, Digits 0-2)
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Image 2: Heatmap of Client Model Updates
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(d) Reconstructed "3" (Noisy)
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Graph 3: Communication Cost per Round
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6. DISCUSSION
6.1 Interpretation of Results

FedAvg excels in IID settings due to its simplicity, converging quickly to 97.5%. However, its performance
degrades significantly with non-I11D data, reflecting real-world challenges like user-specific data distributions.
FedProx’s proximal term stabilizes training, achieving a 2.1% edge in non-11D scenarios, making it preferable for
heterogeneous environments. Scalability tests show linear time increases, suggesting FL’s feasibility scales with
infrastructure improvements.

6.2 Comparison with Centralized Learning

Centralized training on MNIST yields 98.5% accuracy but requires data aggregation, violating privacy. FL trades
~19% accuracy for decentralization, a worthwhile compromise in privacy-sensitive domains.

6.3 Practical Implications
e Healthcare: Train diagnostic models on patient data across hospitals without sharing records.
e |oT: Detect anomalies in sensor networks with minimal bandwidth.
e Mobile: Enhance predictive text without uploading keystrokes.
6.4 Limitations of the Study
e Simulations assume reliable connectivity, unlike real-world networks.
e  MNIST’s simplicity may not reflect complex datasets (e.g., medical images).

e  Privacy attacks were basic; advanced threats need exploration.
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6.5 Future Directions
e Compression: Reduce communication costs with gradient quantization.
e  Security: Integrate advanced encryption (e.g., homomorphic encryption).

e Real Devices: Test on physical edge devices for realism.

7. CONCLUSION

Federated Learning offers a robust framework for privacy-preserving, scalable machine learning. FedAvg and
FedProx demonstrate high accuracy (97.5% and 94.4% respectively), with FedProx better suited to non-11D data.
Challenges like communication overhead and privacy risks persist, but FL’s potential in healthcare, IoT, and
mobile applications is undeniable. This study provides a foundation for further optimizing FL, supported by
comprehensive empirical and visual analyses.
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