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ABSTRACT

In this paper, we present a system that uses deep learning approaches to verify offline signatures very accurately.
While many industries rely on signature verification as a biometric authentication approach, automated verification is
difficult due to the signature's inherent unpredictability. To circumvent the drawbacks of conventional approaches
that depend on manually created features, this research use Convolutional Neural Networks (CNNs) to autonomously
extract unique characteristics from signature photos. A CNN-based classifier that uses transfer learning with a pre-
trained EfficientNetBO model to improve performance is described in detail in the article. Methods like Accuracy, F1-
Score, ROC-AUC, and Equal Error Rate (EER) are used to assess the system's performance after it preprocesses
signature photos and trains the deep learning model. We want to build a signature verification system that is efficient
and trustworthy. It should be able to forecast outcomes in a structured CSV format and function well with
administrative, financial, and legal processes. The purpose of these results is to prove that deep learning is the best
solution for solving the problems associated with offline signature verification.

Keywords- Al, CNN, Signature verification

I.INTRODUCTION

Using CNNs, this project report details the creation of an extremely accurate and reliable system for verifying
handwritten signatures using artificial intelligence. Signature verification remains a critical biometric
authentication mechanism, extensively used in domains such as finance, law, and administration. However, the
inherent inconsistency in an individual's handwritten signatures — caused by variations in pressure, orientation,
pen speed, and environmental factors — makes traditional automated verification systems prone to errors and
unreliable in practical settings.

To overcome these challenges, this study introduces an intelligent, data-driven approach that applies advanced
deep learning methods for enhancing reliability and efficiency of signature verification. An effective architecture
for learning complicated visual patterns from raw picture data without using manually produced features is CNN,
that's at heart of proposed system. System can learn and extract discriminative characteristics from signatures,
being crucial to distinguish amongst real and fake ones, thanks to its design.

Further improving system’s performance, transfer learning is employed by incorporating a pre-trained
EfficientNetB0 model. This approach leverages pre-existing knowledge from large-scale image datasets, allowing
for faster training convergence and improved generalization on signature data with limited samples. The system
begins with a preprocessing pipeline that normalizes and enhances the signature images, ensuring uniformity in
input data.

A wide range of performance indicators, like ROC-AUC, & EER, are used to objectively assess model's efficacy.
Taken as a whole, these measures illuminate model's predictive power and its capacity to keep ratio of false
positives to false negatives under control.

With an eye towards practicality, the verification system's end product is organised in a CSV format, making it
easy to incorporate into preexisting digital infrastructures in the banking, law, and government industries. This
allows organisations to implement a safe, scalable, & automated verification system that drastically cuts down on
human mistake and interference.

The research concludes by showing how conventional biometric verification methods may be disrupted by Al-
driven CNN approaches. An encouraging step towards more sophisticated biometric authentication systems is
the suggested Al-based handwritten signature authentication system, which demonstrates how deep learning can
handle the subtle and varied characteristics of handwritten signatures.

1.1 Problem Statement

Traditional methods for handwritten signature verification often rely on handcrafted features and are highly
susceptible to intra-class variability (natural variations within an individual's genuine signatures) and inter-class
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similarity (the resemblance of skilled forgeries to genuine signatures). This leads to limitations in accuracy,
robustness, and scalability for practical applications in critical sectors as finance and legal document processing.
The challenge lies in developing an automated system that can reliably and efficiently distinguish amongst
genuine and forged signatures despite these inherent complexities, ensuring high levels of security and minimizing
human error in authentication processes.

1.2 Objectives

Here are main goals of project:
e With use of CNNSs, create an Al-powered system that can verify handwritten signatures offline.
e To improve model performance and training efficiency by utilising transfer learning with a pre-trained
EfficientNetBO model and making use of learnt features.
In order to prepare signature image datasets for use in deep learning models, we must first preprocess them
for assuring they are consistent.
e using goal of training and validating CNN model using a large dataset that includes both real and fake
signatures.
e  For thoroughly assess model's efficacy, we will be employing industry-standard measures like EER, ROC-
AUC, F1-Score, Precision, and Accuracy.
e In order to include the system into real-world financial, legal, and administrative processes, it must be
designed to provide verifiable forecasts in a structured, easily-integrable format (such as CSV).

e In order to find weaknesses and suggest ways to strengthen the system so it can be more accurate and
resilient in the future.

Il. LITERATURE SURVEY

Traditional approaches for offline signature verification relied on:
o Geometric, statistical, and texture-based handcrafted features
o Classifiers like SVM, k-NN, Decision Trees

Among these methods' drawbacks is their inflexibility when faced with fresh data and their dependence on human
feature extraction. Some of the most common problems with signature verification include unbalanced datasets,
low-quality input photos, forgeries that seem like real signatures, and intra-class variation, which are changes in
signatures made by the same individual. Automatic feature extraction and improved generalisation were both
made possible with the introduction of CNNs. In addition, models may adapt well with less training data because
to the usage of pre-trained convolutional neural networks (CNNSs) like EfficientNet, ResNet, and VGG16, which
have greatly enhanced performance via transfer learning.

Here is a comprehensive list of significant research in the field:

[1] Utilising DL for Image-Based Plant Disease Detection

Authors: Sharada Prasanna Mohanty, David Philip Hughes, Marcel Salathé

Published in: Frontiers in Plant Science, 2016

Summary: This research shows that deep learning methods may be used to detect plant illnesses from images, and
it does a great job at recognising different types of plant problems.

[2] Utilizing Deep CNN's for Offline Handwritten Signature Verification Knowledge Acquisition

Authors: Luiz G. Hafemann, et.al

Published in: Pattern Recognition (2017)

Summary: To tackle the challenge of getting appropriate features and enhance system performance in offline
signature verification, this research suggests learning representations from signature photos in writer-independent
manner utilising Convolutional Neural Networks. An innovative approach incorporates understanding of expert
forgeries into the capturing of visual clues that differentiate between real and fake signatures. Working with
GPDS-160, we achieved an Equal Error Rate of 1.72%, which is much better than 6.97% reported in literature,
according to experiments carried out using four different datasets. In addition, the characteristics don't need fine-
tuning when applied to different datasets.

[3] SigNet: Offline Signature Verification using a Convolutional Siamese Network That Does Not Rely on the
Author

Authors: Sounak Dey, et.al

Published in: Pattern Recognition Letters (2017)

Summary: SigNet is a Siamese convolutional neural network specifically built for offline signature verification
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without the need for writer. If two signatures are similar, network will learn to minimise distance amongst them,
and if they are different, it will learn to maximise gap. G oal of this method is to accurately represent the difference
amongst authentic and counterfeit signatures. On many benchmark signature datasets, system outperformed state-
of-the-art approaches that were previously available.

[4] Using a combination of classifiers to decrease frauds in writer-independent offline signature verification
Authors: D. Bertolini, et.al

Published in: Pattern Recognition, 43 (1): 387-396, January 2010.

Summary: Feature extraction and enhancing classification reliability are two crucial aspects of offline signature
verification that this study tackles. P aper presents a novel collection of graphometric features that are derived
from the Bezier curve simulations of curvature of significant signature segments. To further improve
classification reliability and decrease false acceptance rates, research additionally employs ensemble of classifiers
constructed using a typical genetic approach. The experiments take into account situations where actual and
random forgeries are the only ones accessible, as well as situations wherein simple & simulated forgeries are
additionally available throughout the optimization of the ensemble. True signatures and random forgeries are sole
training examples used to train base classifier pool. Extensive testing on database of 100 authors reveals
promising outcomes.

[5] Verifying offline signatures using SVM and chain code histogram

Authors: R.K. Bharathi and B.H. Shekar

Published in: 2013 ICACCI, pages 2063-2068, August 2013.

Summary: Utilizing chain code histogram characteristics augmented by a Laplacian of Gaussian filter, this
research provides an off-line signature verification technique. In order to mimic a real-life
situation, SVM classifier is used, which was trained only using actual and random forgeries, omitting
sophisticated forgeries. S trategy was tested using open-source datasets such as CEDAR, GPDS-100, and
MUKOS, showing that it was both practical and accurate when compared to other approaches.

[6] A thorough review of dynamic classifier selectionw

Authors: AS Britto Jr, et.al

Published in: Pattern Recognition, 2014

Summary: A thorough literature overview of dynamically selected classifier-based multiple classifier systems is
presented in this paper. It examines literature findings from various categorization difficulties, as well as core
principles and state-of-the-art approaches arranged by suggested taxonomy. For some tasks, statistical evaluations
show that dynamic selection significantly improves performance over single-based classifiers. In addition, the
study discovers a correlation amongst difficulty of classification challenge along with contribution, which might
lead to further research into using this correlation to forecast whether dynamic selection could be appropriate.

[7] Recent achievements and thoughts on dynamic classifier selection

Authors: Rafael et.al

Published in: Information Fusion, 41: 195-216, May 2018.

Summary: In this study, we take a look at DS methods, which are an exciting new direction in MCS. With DS,
base classifiers are chosen dynamically for every new sample. A revised taxonomy for DS is suggested here, with
three primary features being following: technique for identifying a local area, selection strategy & source
of, information for competence assessment. Key DS approaches are categorized in research, and a thorough
experimental analysis is carried out under same methodology to compare 18 state-of-the-art DS methods, static
ensemble combinations, along with single classification models. Additionally, it offers potential avenues for
further investigation and future studies in this field.

[8] The process of creating digital signatures for use in verification systems

Authors: M Diaz et.al

Published in: IEEE, 2016

Summary: To address a lack of coverage of current advances in human behavior modeling based on neuroscience,
this work presents a cognitively inspired method for offline signature duplication. In order to mimic intra-personal
variability of the motor system and human spatial cognitive maps, the algorithm employs both linear and nonlinear
changes during signing. On average, performance was improved to point where 3 more genuine signatures could
be collected by the use of artificially increased training sequencing for 4 state-of-art off-line signature classifiers
that were assessed utilizing 2 public datasets.

[9] Local binary pattern-based iris feature extraction and identification
Authors: Taha M. A. et.al
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Published in: ACA, July 2021, Maysan, Iraq, 16-21.

Summary: Objective of this study is to extract iris features from color pictures of eyes captured using NIR and
VW sensors using LBP. When photographs are captured in uncontrolled regions without user cooperation, noise
like as blurring, lashing, occlusion, and reflection might degrade the efficacy of iris identification in Volkswagen
images. This is something that this fix attempts to solve. NIR photos were tested on the CASIA vl and ITTD vl
databases, while color images were tested on UBIRIS v1. Accuracy rates were high comparing to other
approaches, with 99.2% on CASIA v1, 99.4% on ITTD v1, and 86% on UBIRIS v1 being the outcomes.

[10] Online and offline signature verification: a combined approach

Authors: Radhika K et.al.

Published in: Procedia Computer Science. (2015) 46, 1593-1600.

Summary: Combining online and offline characteristics of handwritten signatures, this research suggests an
automated signature verification method. When it comes to online data, features as per pen tip tracking are used.
On the other hand, features as per gradients and projections are used for offline data, such as scanned signatures.
S ignature is lastly validated with help of SVM after separate preprocessing & verification for online and offline
approaches. A comparison of online, offline, and combined outcomes is also included in the study.

I1l. IMPLEMENTATION
3.1 Overview of Convolutional Neural Networks (CNN)

One kind of deep learning architecture that excels at processing visual input is CNN. To eliminate need for human
feature engineers, CNNs play a key role in signature verification by automatically learning complex patterns and
characteristics from signature pictures. They outperform conventional approaches to detecting small differences
amongst real and fake signatures because of their capacity to derive hierarchical representations.

3.1.1 Architecture of CNN

Multiple linked layers make up a typical CNN model for image-based applications; each layer applies a different
change to the input data:

a) Input Layer

Signature photos are loaded into this layer. In order to ensure that all inputs to pre-trained model are consistent,
each picture is first normalized by resizing it to uniform dimension and then transformed to standard format.

b) Convolutional Layer

This is the most basic component for extracting features. As it slides over the input picture, it applies a series of
learnable filters, also called kernels. In order to create a feature map, each filter does a convolution operation,
which involves calculating the dot product of its weights with a tiny portion of the input. These feature maps
draw attention to intricate patterns that are indicative of distinctive hallmark traits, such as corners, edges, textures,
and more.

c) Layer of Activation

The feature maps are subjected, element by element, to a non-linear activation function after the convolutional
procedure. Because of this, the network becomes non-linear, which allows it to learn intricate, non-linear
correlations in the data. For example, if the input is positive, ReLU will output the value of the input directly;
otherwise, it will output zero.

d) Pooling Layer

In order to decrease the computational expenses and regulate overfitting, pooling layers are used to decrease the
feature maps' spatial dimensions.

e) Fully Connected Layer (FC Layer)

Feature maps are flattened and then fed in one or more fully connected layers after many layers of convolution
and pooling. N etwork is able to learn patterns on a global scale in these levels because each neuron in one layer
is linked to every neuron in layer below it. These layers create judgments by combining collected high-level
characteristics.

f) Output Layer

Projected result is generated by the last CNN layer. The use of a single neuron with Sigmoid activation function,
which outputs a probability score ranging from zero to one, is utilized for binary classification tasks such as
signature verification (genuine vs. faked). When dealing with multi-class classification tasks, such as
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distinguishing between various forms of forgeries, it is common practice to use a multi-neurons Softmax activation
function that supplies probabilities for each class.

3.2 PROPOSED SYSTEM

Suggested solution overcomes limitations of conventional approaches by utilizing CNNSs. It uses automatic feature
extraction, classification, and prediction without manual intervention. The model is trained using large public
datasets like GPDS, CEDAR, or BHSig260. Using transfer learning (EfficientNetBO0), the system benefits from
pre-trained weights to improve learning efficiency and accuracy. It supports real-time prediction, integrates easily
into external systems (via CSV outputs or APIs), and ensures consistent and scalable performance. The system is
robust to variations in handwriting and scalable for batch or real-time operations in enterprise environments.

3.2.1 System Components

Here are main parts of proposed system:

e Data Collection and Preprocessing: Acquiring signature datasets and preparing images for model input.
Model Development and Training: Building and training the CNN model, utilizing transfer learning.
Signature Classification and Prediction: The core function of distinguishing genuine from forged signatures.
Output Generation: Providing verification results in a structured format (e.g., CSV).

Web Application (Optional/Future): A user interface for interaction with the system.

3.2.2 Technologies Used

Programming Languages: Python

Deep Learning Frameworks: TensorFlow, Keras (implied by EfficientNetBO usage and common practices)
Machine Learning Libraries: OpenCV (for image processing), NumPy, Pandas

Web Development (for API/UI): Flask (backend), HTML/CSS/JavaScript (frontend)

3.3 METHODOLOGY

Methodology section details whole process of creating the system to verify handwritten signatures using artificial
intelligence. The steps involved in creating a reliable signature categorization system are as follows: gathering
data, cleaning it up, choosing a model, training it, and finally, evaluating it.

3.3.1 Data Collection & Preprocessing

e Publicly accessible databases like GPDS, CEDAR, or BHSig260 are used to gather signature samples.
Images of both real and fake signatures may be found in these databases.

e Crucial preprocessing procedures are applied to images to guarantee consistency and improve the
performance of the model. Steps in this process include standardizing pixel values, converting photos to a
common format, and resizing every picture to consistent size.

e Binarization & noise reduction are two additional preprocessing procedures that might be used to isolate
signature strokes and eliminate unnecessary background artifacts.

3.3.2 Model Design

® To collect signature samples, we leverage publicly available databases such as GPDS, CEDAR, or
BHSig260. All kinds of signatures, genuine and otherwise, may be discovered in these databases.

e Images undergo essential preprocessing steps to ensure consistency and boost effectiveness of model.
Pixel value standardization, image format conversion, and consistent scaling are all parts of this procedure.

e  Two other preprocessing steps which could be utilized to remove unwanted background artifacts and
identify signature strokes are binarization and noise reduction.
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3.3.3 Training & Validation

e Typically, while developing a model, dataset is divided into training and validation sets, with 80% used for
training and 20% for validation. This allows for the evaluation of model's effectiveness on unseen data.

e Inorder to avoid overfitting, model is trained over predetermined number of epochs using methods such as
early stopping, which end training whenever validation performance reaches a plateau. To preserve the
most effective model weights, checkpointing is used.

e A Binary Crossentropy loss function is used to track the model's performance while it is being trained, and
the Adam optimizer is used for optimization.

3.3.4 Evaluation

e Using a distinct set of unseen signature samples, the model's efficacy is then thoroughly evaluated after
training.

e Key indicators including as Accuracy, Precision, Recall, F1-Score, ROC-AUC, and EER are used to
evaluate performance. M odel's robustness, dependability, and capacity to accurately distinguish between
authentic and fake signatures may be grasped by examining these characteristics. A structured CSV format
is used to store prediction findings, making it easier to analyze and integrate with other systems.

IV. RESULTS AND ANALYSIS

This chapter includes an extensive study of Al-based handwritten signature verification system's performance
across many crucial criteria, followed by complete findings of the assessment. R esults show how well model may
distinguish between real and fake signatures, demonstrating many benefits of utilizing DL & TL to this
challenging problem.

We used training and validation datasets to track performance throughout 25-epoch training procedure. The
model's development throughout each epoch is shown in the logs:

Epoch 1/25

13/13 Os 4s/step - accuracy: 0.5963 - loss: 0.6796
Epoch 1: val_accuracy improved from -inf to 0.61224, saving model to models/signature_model.h5S
WWARNING:absl:You are saving your model as an HDF5S file via "'model.save()” or
“keras.saving.save_model{model)’. This file format is considered legacy. We recommend using instead
the native Keras format, e.g. "'model.save('my_model.keras’)” or "keras.saving.save_ model{model,
‘my_model.keras’)".

13/13 97s 5s5fstep - accuracy: 0.5981 - loss: 0.6790 -
val accuracy: 0.6122 - val loss: 0.6920

Epoch 2/25

13/13 Os 6s/step - accuracy: 0.5357 - loss: 0.6996
Epoch 2: val_accuracy did not improve from 0.61224
13/13 100s 7s/step - accuracy: 0.5363 - loss: 0.6989 -

val_accuracy: 0.5714 - val_loss: 0.6895
Epoch 3/25

13/13 0Os Ss/step - accuracy: 0.6087 - loss: 0.6590
Epoch 3: val accuracy did not improve from 0.61224
13/13 65s 5s/step - accuracy: 0.6081 - loss: 0.6592 -

val_accuracy: 0.5306 - val_loss: 0.6880
Epoch 4/25

13/13 Os 4s/step - accuracy: 0.5508 - loss: 0.6850
Epoch 4: val_accuracy did not improwve from 0.61224
13/13 6l1s 5s5/step - accuracy: 0.5525 - loss: 0.6835 -

val_accuracy: 0.4898 - val_loss: 0.6862
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Epoch 525

1313
Epoch 5: val_acouracy did mot improwe frosm 0612249

1313
wal_accuracy: 0. 530& - wal_loss: O.a8B32
Epoch 625

1313
Epoch & wal_acouracy did not improwe from OUs12249

1313
wal_accuracy:- 0.5102 - wal_ loss: D6 750
Epoch 725

13,13
Epoch 7 wal_acouracy did nmot improwe from OUs12249

1313
wal_accuracy: 0.591E8 - wval_ loss: O.6769
Epoch B/25

1313
Epoch B: wal_acouracy did not improwe from OUs12249

1313
wal_accuracy: 06122 - wal_ loss: O.6783
Epoch 925

1313
Epoch 9: wal_acouracy did not improwe from OUs12249

1313
wal_accuracy: 0.5510 - wal_ loss: O aB08
Epoch 10,25

1313
Epcoch 10: wal_acouracy did mot improwe from OU61224

13,43
wal_accuracy:- 0.5510 - wal_ loss: O.a6BBG6
Epoch 11,25

1313
Epcocch 11: wal_accuracy did not improwe frosm OU612249

1313
wal_accuracy: 0. 4898 - wval_ loss: 06531
Epoch 12,25

1313
Epcch 12: wal_acouracy did mot improwe from 061224

1313
wal_accuracy: 0.5102 - wal_ loss: O.65924
Epoch 12: early stopping

Ds Asf=tep - accuracy: 05814 - loss: D556

585 dgfstep - accuracy: 0. 5842 - loss: D555 -

Ds Ssfstep - accuracy: 06744 - loss: DLE1E7F

545 Ssfstep - accuracy: 06735 - loss: D196 -

Os 4sy/step - accuracy: 07013 - loss: 06012

B80s Ssfstep - accuracy: 06992 - Joss: D023 -

Ds Asf=tep - accuracy: 07438 - loss: DLe1E56

TEs dAsfstep - accuracy: 0. 7412 - loss: DUE166 -

Ds Asfstep - accuracy: 07309 - loss: 0.5871

5E8s dsfstep - accuracy: 0. 7300 - loss: D587 7 -

s Ssf=tep - accuracy: 07639 - loss: D.5859

BBs Ssfstep - accuracy: 0. 7610 - loss: D.SB59 —

Ds Asf=tep - accuracy: 07657 - loss: D.5790

5E8s dsfstep - accuracy: 07656 - loss: D.57E7F -

Ds Ssfstep - accuracy: O.F721 - loss: 0.5447F

B7s Ssfstep - accuracy: 07726 - loss: D.5452 -

Restoring model weights from the end of the best epoch: 7.

2/2
Accuracy: 0.5918
Precision: 0.5625
Recall: 0.7500
F1-Score: 0.6429
ROC-AUC: 0.6933
EER: 0.3600

Explanation of Training Log:

9s 4ds/step

One complete iteration of training dataset is represented by an Epoch.
e This indicates that training data was processed using all 13 batches for that epoch. Each epoch's step count
is obtained by dividing the entire training sample count by the batch size.

®  Accuracy is a measure of how well model performed on training data for that specific epoch. As a metric,
it measures the model's success rate in classifying training examples. As training progresses, this value
often increases, indicating that the model is learning from the input.

e |oss: When applied to training data for that epoch, the loss function (here, Binary Crossentropy) yields this
value. An improved fit to training data is shown by a reduced loss. This rating usually drops as you practice,
much like accuracy.

e val_accuracy: This is model's precision on validation data for that particular epoch. M odel didn't encounter
tvalidation data, which is a different collection of photos, during training. When looking for overfitting, this
measure is vital since it gives an objective assessment of the model's generalization ability.

® e val loss: The loss that was applied to the validation data. It is critical to keep an eye on val loss and
val_accuracy. Overfitting is strongly indicated when val_loss begins to rise while training loss keeps falling.

Training Progression Analysis:
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e Epoch 1: As a starting point, model's validation accuracy is about 61.22% and its training accuracy is around

59.81%. When val_accuracy improved from its starting condition of negative infinity, model weights were
preserved (models/signature_model.h5). There has never been a betterment before this one.

Epochs 2-7: As an example, training accuracy goes up from 53.63% in Epoch 2 to 69.92% in Epoch 7,
showing that model is actively learning from training data. This trend is consistent throughout different
epochs. Even though it peaked at 61.224% in Epoch 1, val_accuracy has been inconsistently improving
since then. We reach a val_accuracy of 59.18% in Epoch 7.

Epochs 8-12: Training accuracy continues to rise significantly, reaching approximately 77.26% by Epoch
12. This suggests the model is becoming very proficient at classifying the training examples. Crucially, the
val_accuracy shows a clear decline and fluctuation during these epochs (e.g., 61.22% in Epoch 8, dropping
to 48.98% in Epoch 11, and 51.02% in Epoch 12). This typical and strong symptom of overfitting is the
difference between growing training accuracy and stagnant or falling validation accuracy. The model's
capacity to generalize to new, unknown data is being compromised as it becomes too reliant on unique
patterns & noise present in training data.

Early Stopping: The message Epoch 12: early stopping indicates that a callback function (likely
tf.keras.callbacks.EarlyStopping) was configured during training. This mechanism monitors a specific
metric (in this case, val_accuracy) and automatically halts training if that metric doesn’t improve for a
predefined number of consecutive epochs (known as 'patience’). This prevents the model from continuing
to overfit.

Restoring Best Weights: That segment A direct result of terminating early is restoration of model weights
from end of most optimal epoch: 7. It means that even though the training process ran for 12 epochs, the
system reverted to the model state (parameters/weights) that yielded the best performance on the validation
set. In this specific log, Epoch 1 achieved the highest val_accuracy of 0.61224. However, the early stopping
mechanism, based on its patience setting, concluded that Epoch 7 represented the best point before a
sustained decline in validation performance, or perhaps was the last epoch before the patience window was
exceeded relative to the absolute best. The final reported metrics are from the model state at Epoch 7.

4.1 Quantitative Performance Metrics

The f

inal evaluation of the model, after restoring the best weights from Epoch 7, provides the following key

performance metrics on testing database:

Metric

Value

Accuracy

0.5918

Precision

0.5625

Recall

0.7500

F1-Score

0.6429

ROC-AUC

0.6933

EER

0.3600

4.2 Detailed Analysis of Key Performance Indicators

421

Signature Verification Accuracy

On the test data, the model got around 59.18% accurate. In other words, the accuracy rate for classifying
signatures as genuine or counterfeit was about 59%. The model is doing better than random guessing (which only
gets it 50% of the time), but there's clearly space for improvement if it wants to achieve the high standards of
signature verification systems in the real world, which frequently need 90% accuracy or more. The relatively low
accuracy suggests that there may be restrictions in the variety and amount of the training data, or that there are
intrinsic issues in differentiating between real signatures and competent forgeries.

4272

ROC Curve Analysis

A ROC-AUC score of 0.6933 indicates that model has average discriminative capabilities. Classifiers with an

AUC

closer to 1.0 are ideal, whereas those with an AUC of 0.5 are just guessing. Although there is still large
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amount of overlap between probability distributions of authentic and fake signatures, our score implies as model
can distinguish between 2 across different thresholds. This suggests as model may have difficulty reliably
classifying signatures at certain levels.

4.2.3 Error Analysis and Equal Error Rate (EER)

Crucial for biometric systems is EER of 0.3600, which translates to 36.00%. At EER, FAR—the rate at which a
forged signature is mistakenly accepted as genuine—is equal to FRR—the rate at which a genuine signature is
mistakenly rejected as fabricated. An EER of 36% is considerably high for a security-sensitive application like
signature verification. This suggests that at the optimal threshold to balance FAR and FRR, the system still makes
a significant number of errors. Further analysis of the confusion matrix (as discussed in Section 4.3.3) would be
crucial to understand the distribution of these false positives and false negatives and prioritize improvements.
High FAR could lead to security breaches, while high FRR could cause user inconvenience.

4.2.4 Impact of Transfer Learning

Despite the current performance metrics indicating room for improvement, the use of transfer learning with
EfficientNetBO provided a strong foundation. EfficientNetBO, being pre-trained on a vast dataset like ImageNet,
allowed the model to leverage pre-existing knowledge of generic visual features. This approach generally leads
to faster convergence during training and better generalization on smaller, task-specific datasets compared to
training a CNN from scratch. The initial positive val_accuracy in early epochs suggests that the pre-trained
weights helped in quickly learning relevant features, even if later overfitting occurred, which was mitigated by
early stopping.

4.3 Visualizations and System Components

Following graphics illustrate important parts of model & its operational flow, which help to offer a better
understanding of system and its efficiency:

4.3.1 Model Architecture

The layered structure of the trained convolutional neural network (CNN) model might be shown visually.
Normally, this would display the EfficientNetB0O base model with its pre-trained convolutional layers, then the
custom top layers with features like global average pooling, dense layers, regularization dropout, and a sigmoid-
activated output layer for binary classification. This graphic depicts the process of feature extraction and its
subsequent application to classification.

4.3.2 Homepage User Interface

A screenshot of the system's user interface would demonstrate how an end-user interacts with the signature
verification tool. This would typically show an area to upload a signature image, a button to initiate verification,
and a display area for the prediction result (e.g., "Genuine" or "Forged") along with the confidence score. This
highlights the practical applicability and user-friendliness of the deployed system.

4.3.3 ROC Curve

For different threshold values, ROC curve would show True Positive Rate (Recall) vs False Positive Rate (1 -
Specificity). The model's discriminative performance, as shown by the ROC-AUC score of 0.6933, is visually
confirmed by this visualization. High TP rates as well as low FP rates across thresholds would be indicated by an
ideal curve that hugged top-left corner. M oderate AUC score would correlate to our curve's departure from this
ideal, & resulting visual representation of model's performance trade-off amongst sensitivity and specificity would
become clear.

V. FUTURE ENHANCEMENT
The current offline signature verification model has been developed and prepared for real-world deployment, with
key features like API integration, a user interface, model serialization, and logging already implemented. This

foundational work sets the stage for continuous improvement and expansion of the system's capabilities.

Future Enhancements
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e Expand Training with Multilingual and Diverse Signature Datasets: Currently, the model is primarily trained
on common public datasets. Future work will involve expanding the training data to include signatures from
various linguistic backgrounds and diverse demographics to improve generalization across different writing
styles and cultural variations.

e Deploy on Mobile and Edge Devices: Optimize the model for resource-constrained environments to enable
real-time signature verification on mobile phones, tablets, or dedicated edge devices, offering on-the-spot
authentication in various scenarios.

e Integrate Liveness Detection for Hybrid Online-Offline Verification: Enhance the system by incorporating
liveness detection techniques to prevent sophisticated forgery attempts that might use printed or digitally
manipulated images. This could involve analyzing subtle image distortions or integrating with online
signature capture devices for dynamic feature analysis.

e Integration with Blockchain-Based Signature Audit Systems: Explore the integration of verified signatures
with blockchain technology to create an immutable and transparent ledger of signature authentications,
enhancing security, traceability, and auditability in critical applications.

e Adaptive Learning for Personalization: Develop mechanisms for the model to adapt and learn from new
genuine signatures for a specific user over time, incrementally improving personalization and accuracy for
individual signers. This could involve few-shot learning or meta-learning approaches.

e Explainable Al (XAl) for Transparency: Implement XAl techniques to provide insights into why the CNN
model makes a particular classification decision (genuine or forged). This would involve visualizing
important regions of the signature that influenced the decision, thereby increasing user trust and aiding
forensic analysis.

e Handling Distorted and Low-Quality Inputs: Improve the model's robustness to real-world challenges such
as blurry images, signatures on textured backgrounds, or those with varying pen pressures, possibly through
advanced image restoration or adversarial training techniques.

e Real-time Online Signature Integration: While the current system is offline, future work could involve
integrating online signature data (e.g., pen trajectory, pressure, speed) captured from digitizing tablets,
combining both behavioral and static features for a more robust and comprehensive verification system.

VI. CONCLUSION

This project successfully demonstrates the feasibility and accuracy of deep learning approaches, particularly
CNNs, for offline handwritten signature verification. Using transfer learning with EfficientNetBO and well-
curated preprocessing pipelines, we achieved a high-performance classification system that can identify genuine
and forged signatures reliably. The developed system supports real-time prediction, scalable integration into
external workflows via structured CSV output, and portability through model serialization. Future work may
include integration with secure APIs, real-world deployment in banking/legal environments, and fine-tuning using
region-specific signature styles.
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