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ABSTRACT 

 

Electricity theft is a massive drain on power distribution systems, causing major non-technical losses. It 

slashes efficiency, screws up billing, and bleeds utility providers dry financially. Traditional energy 

meters They're completely blind to unauthorized power draws, meter bypasses, or any real-time 

tampering. This paper introduces an IoT-powered Smart Energy Meter designed to catch thieves, 

complete with dual ACS712 current sensors. The whole thing runs on an ESP8266 Wi-Fi module, 

grabbing data non-stop and beaming it straight to the cloud. By simply comparing the current at the 

utility pole with what the consumer is actually using, the system nails theft events with uncanny 

accuracy. Add in voltage sensing, and a relay that can remotely cut off the load, and you've got a 

seriously robust and secure setup. A slick IoT dashboard lets everyone watch energy use live, keeping 

things completely open. This proposed system is cheap to build, super scalable, and a perfect fit for 

today's modern smart grids. 
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INTRODUCTION 

Electricity isn't just a convenience; it's the lifeblood of industries, essential for comfortable homes, and a 

cornerstone of commercial growth. Yet, electricity theft remains a gigantic headache, crippling the overall 

performance of power distribution networks. Things like illegally tapping lines, bypassing meters altogether, 

messing with the meter's wiring, or even using magnets to fool the readings—all these sneaky practices lead to 

colossal revenue losses and make the entire system unstable. Can you believe that in some regions, electricity 

theft alone accounts for a staggering 20–30% of distribution losses That directly messes with grid quality and 

throws off consumer billing accuracy [1]. 

 

Old-school electromechanical meters They simply can't tell if someone's tampering with them or if something 

weird is happening right now. And let's not forget manual meter reading, still common in too many areas, which 

just opens the door for mistakes and, frankly, dodgy dealings. Older fixes, like those GSM-based metering 

systems, were all about reading remotely, but they totally missed the bigger picture of comprehensive theft 

detection. Even early wireless systems, like Devidas and Prakash's ideas, didn't have a way to compare for theft 

on the fly [1]. Same story with Jain et al.'s GSM-prepaid setups – they were worried about automated billing, not 

catching leaks [2]. 

 

But then the Internet of Things (IoT) came along, and suddenly, intelligent metering solutions got a lot of buzz. 

IoT designs offer constant eyes on the system, logging every bit of  data,  sending  automated  warnings, 

presenting info on cloud dashboards, and letting you check in from anywhere. Research on these IoT monitoring 

platforms clearly shows how they boost transparency and help users actually *understand* their energy habits 

[6]. And that little ESP8266 Wi-Fi chip It's been a go-to for cheap, real- time monitoring projects for ages [8]. 

 

Here, we're unveiling an IoT-powered smart energy meter, built with two ACS712 current sensors and the ever-

reliable ESP8266 Wi-Fi communication. The system simply lines up the current coming from the utility pole 

against what the consumer is actually drawing, flagging electricity theft in a heartbeat. the IoT dashboard shoots 

out alerts no matter where you are.  
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MATERIAL AND METHODS 

Developing this IoT-based smart energy meter meant pulling together sensing gadgets, a microcontroller, cloud 

hook-ups, and a user interface. Prior studies have already proven IoT monitoring works wonders for tracking 

electrical parameters [3], and similar smart metering ideas even surfaced from Patil and Desai [7]. 

 

ESP8266 NodeMCU 

The ESP8266 NodeMCU microcontroller acts as the brain of the whole system, handling all the processing and 

control. With its built-in Wi-Fi, it’s basically tailor- made for IoT-based energy monitoring. This little chip sucks 

in analog data from the sensors, turns it digital using its ADC, crunches the numbers with theft-detection 

algorithms, and then constantly uploads everything to cloud servers like Blynk or Thingspeak. Its small size, 

low power appetite, and zippy processing let it calculate energy use in real-time and chat reliably for long 

stretches without anyone needing to touch it. 

 

ACS712 Current Sensors 

The system utilizes two ACS712 Hall-effect current sensors—one positioned at the pole-side supply line 

and another at the consumer-side input. The sensors measure AC current by detecting the magnetic field 

produced around the conductor, providing an isolated and noise-free analog output. The dual-sensor 

arrangement is critical because it allows the system to compare the current entering the consumer premises with 

the current drawn from the distribution line. Any significant mismatch is automatically flagged as electricity 

theft. Similar AC current-sensing methods have been used in earlier IoT-based research for accurate load 

analysis [4]. 

 

Voltage Sensing Circuit 

The voltage sensing circuit has one job: taking that beefy 230V AC mains voltage and trimming it down to a 

safe, measurable level for the ESP8266's ADC pin. It uses a step- down transformer, then a bridge rectifier, 

followed by a smoothing capacitor, and finally a voltage divider to spit out a small, steady DC voltage. This 

voltage feedback is what we use to figure out instantaneous power and total energy usage. Previous IoT 

monitoring systems, where safe voltage scaling was a must-have for microcontroller compatibility, have 

validated these same sensing techniques [3]. 

 

Relay 

• Relay Module This lets the ESP8266 flick a switch remotely, cutting off the load. 

LCD Module 

A plain 16×2 LCD screen displays live voltage, current, power readings, and those all-important theft alerts. 

 

Voltage Measurement 

A voltage divider, made from some high- value resistors, tames the mains AC voltage. Then, a rectifier and 

filter capacitor stabilize the input for the ESP8266 to measure reliably. 

 

METHODOLOGY 

Block Diagram 

Fig. 1: Block Diagram. 
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Take a look at the block diagram; it lays out exactly how our smart energy meter works. The system kicks off 

with the main AC supply, which gets measured at two spots: by an ACS712 sensor at the pole, and another at 

the consumer's end. The pole- side sensor tells us how much current the utility is sending out, while the 

consumer- side one measures what the user is taking in. Lining up these two readings is how we sniff out 

electricity theft – a method proven effective in other IoT monitoring systems [4]. 

 

A voltage sensing circuit takes the gnarly 230V AC mains, steps it down, and tidies it up for the ESP8266. That 

ESP8266 NodeMCU It's the mission control, chewing through voltage and current inputs, calculating power and 

energy, and running the theft detection program. We know these microcontroller-based  IoT  monitoring 

methods are dependable from earlier research [6]. 

We've thrown in a 16×2 LCD for local display, showing live values like voltage, current, energy use, and any 

theft alerts. If theft is detected, the ESP8266 springs into action: it blasts and tells a relay module to 

automatically disconnect the load. 

 

All that processed data zips up to an IoT cloud dashboard, letting you keep an eye on things remotely and get 

alert notifications. Cloud- based energy monitoring has already shown itself to make IoT systems way more 

transparent and accessible [6]. 

 

Basically, this block diagram shows off an integrated system that combines dual current sensing, wireless 

monitoring, and automated alerts – all working together to really nail electricity theft detection. 

Circuit Diagram 

 

 

Fig. 2: Circuit Diagram of IoT-Based Smart Energy Meter with Theft Detection. 

The circuit diagram gives you the full scoop on the hardware behind our IoT-based smart energy meter. It includes 

the ESP8266 microcontroller, those two ACS712 current sensors, a voltage sensing circuit, a relay driverand the 

16×2 LCD screen. The AC mains supply gets stepped down, rectified, and regulated to give steady DC power to 

the ESP8266 and every other connected component. 

 

The ACS712 sensors are wired in series with both the pole-side and consumer-side lines to measure their 

respective currents. Their analog outputs feed directly into the ESP8266's ADC input, which allows it to 

compare the two currents live, looking for theft. 

 

That voltage sensing circuit, made up of a rectifier, filter capacitor, and resistor divider, brings the high AC 

voltage down to a safe level for the microcontroller. This is how we get accurate power and energy calculations. 

 

A relay module, driven by a transistor and kept safe with a flyback diode, takes its orders from the ESP8266 to 

cut off the consumer's power if theft is detected. A hooked up to a digital pin, sounds a loud alarm when those 

abnormal current differences pop up. 
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Finally, the 16×2 LCD, with its I2C interface, displays voltage, current, energy consumption, and theft 

notifications. Super easy for local monitoring. 

 

In short, this circuit design ensures safe sensing, stable processing, and reliable IoT communication, much like 

the well- structured designs found in previous IoT- based monitoring systems [3][4]. 

RESULTS 

We put our IoT-based smart energy meter through its paces, testing it under both normal and theft conditions to 

see what it could really do. 

 

During normal operation, the pole-side and consumer-side ACS712 sensors cranked out almost identical current 

readings. Perfect! That meant proper load consumption, no funny business. Voltage, current, and power values 

showed up accurately on the LCD, and the IoT dashboard kept everything updated in real-time. 

 

Then came the theft test. We hooked up an external load *before* the consumer's meter. What happened The 

pole-side current shot up, but the consumer-side current stayed exactly the same. The ESP8266 caught this 

mismatch in a flash, instantly activating and shutting off the load via the relay module. A theft alert also zoomed 

straight to the IoT cloud dashboard, where the abnormal condition was plain as day. 

 

Throughout all the testing, the system maintained solid wireless communication and churned out consistent real-

time updates. The IoT platform displayed clear trends for voltage, current, and energy usage, making it a snap 

to spot anything out of the ordinary. All in all, the results prove our system accurately measures electrical 

parameters, detects theft promptly, and handles both local and remote monitoring like a champ. 

 

 

Fig. 3: Experimental setup. 
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Fig. 4: Working module of development of IoT-Based Smart Energy Meter with Theft Detection. 

 

 

CONCULSION 

Our IoT-based smart energy meter, with its built-in theft detection, offers a killer solution for keeping tabs on 

electrical consumption and flagging unauthorized usage. By simply stacking up the current readings from the 

pole-side against the consumer-side, the system precisely pinpoints those odd conditions that scream "electricity 

theft." The ESP8266 microcontroller, teaming up with the ACS712 sensors and the IoT cloud platform, makes 

sure we get real-time data, remote monitoring, and instant alerts. Throw in a relay, and you've got immediate 

local action for theft incidents. Meanwhile, the IoT dashboard keeps everything transparent for both users and 

the utility folks. Bottom line This system is a practical, low-cost winner, perfect for today's smart- grid 

applications. It boosts accuracy, slashes losses, and keeps energy management secure. 
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