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ABSTRACT

This paper presents an Al-powered malware detection system designed specifically for enhancing cybersecurity in
small network environments. The system employs machine learning algorithms to analyze network traffic and identify
potential malware threats accurately and efficiently. By utilizing supervised learning techniques on labeled network
data, the model detects known and emerging malware patterns, reducing false positives and improving response time.
The lightweight framework is optimized for resource-constrained setups typical to small enterprises, ensuring high
detection rates without compromising network performance. Experimental results demonstrate the system's
effectiveness in detecting various malware types in real-world network scenarios. This study contributes a practical
security solution tailored to the needs of small networks, where traditional enterprise-grade tools may be infeasible due
to cost or complexity.
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Introduction

With the increasing reliance on digital infrastructure, cybersecurity threats have become more sophisticated and
prevalent, especially malware attacks that exploit network vulnerabilities to disrupt operations or steal sensitive
data. Small networks, such as those used by small businesses or home offices, are particularly vulnerable due to
limited cybersecurity resources and expertise. Traditional enterprise-grade malware detection systems are often
costly and complex, making them unsuitable for small-scale deployments. Thus, there is a pressing need for an
effective, lightweight, and accessible malware detection system tailored to the specific constraints and
requirements of small networks.

This paper introduces an Al-powered malware detection system that leverages machine learning to analyze
network traffic in real time. Unlike signature-based detection methods that require frequent updates and struggle
with new malware variants, machine learning approaches can generalize from data to identify previously unseen
threats. Our system uses supervised learning on labeled datasets of benign and malicious network traffic,
extracting features such as packet size, frequency, and protocol behavior that distinguish malware activity.

The system structure includes data collection from network sensors, preprocessing for feature extraction, and
feeding this data into a trained classifier. The classifier outputs alerts on suspicious activity, enabling
administrators to respond swiftly. Given the resource constraints typical in small networks—such as limited
bandwidth, processing power, and storage—this system is optimized for low computational overhead while
maintaining high accuracy.

This approach seeks to empower small network administrators with a practical, scalable solution to protect their
environments from increasingly complex malware threats. The following sections detail the literature context,
methodology, experimental results, and conclusions drawn from this work.
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Fig-1 illustrates the architecture of the Al-powered malware detection system

Literature Review
1. ""A survey of malware detection using deep learning"
Authors: A. Bensaoud et al. (2024)

This survey comprehensively examines deep learning advancements in malware detection across platforms like
Windows, Android, and Linux. It highlights how DL models outperform traditional methods by analyzing
complex patterns in binaries and network traffic, achieving higher accuracy against zero-day threats. The authors
categorize approaches into static, dynamic, and hybrid analysis, emphasizing convolutional neural networks
(CNNs) and recurrent neural networks (RNNs) for feature extraction from malware samples. Key findings show
DL reducing false positives by 20-30% in real-time scenarios compared to signature-based systems. For small
networks, the paper notes lightweight DL models' potential but identifies challenges like computational overhead.
This work provides foundational insights for our system's ML classifier design, informing feature selection from
network flows.

2. "Network Malware Detection Using Deep Learning"
Authors: P. Xiao et al. (2024)

This study proposes a deep learning framework for network-based malware detection, focusing on traffic
anomalies indicative of command-and-control communications. Using datasets like CICIDS2017, the authors
train LSTM and CNN maodels to classify malicious flows, reporting 98% accuracy and low latency suitable for
edge devices. They compare it against traditional antivirus tools, showing superior detection of polymorphic
malware. The methodology includes packet-level feature engineering (e.g., inter-arrival times, byte distributions),
which aligns with our preprocessing pipeline. Limitations include dependency on labeled data, addressed in our
work via semi-supervised techniques. This paper validates Al's efficacy for resource-limited environments like
small networks.

3. ""Machine Learning for Malware Detection in Network Traffic'
Authors: Not specified (2024)

The research introduces ML classifiers like Random Forest (RF) and Support Vector Machines (SVM) for real -
time malware detection in network traffic. Evaluated on UNSW-NB15 dataset, RF achieved 95.5% F1-score by
extracting 20+ features such as flow duration and protocol flags. It emphasizes ensemble methods' robustness
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against evasion techniques, outperforming single models by 15%. For small networks, the lightweight RF
deployment is highlighted, with implementation on Raspberry Pi showing minimal overhead. The study critiques
high-dimensional data issues, suggesting PCA—incorporated in our methodology. This directly influences our
hybrid RF-XGBoost approach for balanced precision-recall.

4. "Enhancing malware detection with feature selection and machine learning*
Authors: R. Hasan et al. (2025)

This recent work evaluates feature selection (PCA, LDA) and scaling (min-max, normalization) impacts on ML
malware classifiers using binary tabular data. Across models like XGBoost and LightGBM, PCA with min-max
scaling boosted accuracy to 97.2%, reducing training time by 40%. Experiments reveal ensemble models excel in
high-dimensional network features, critical for small network traffic analysis. The authors stress preprocessing's
role in handling imbalanced datasets, a challenge we address similarly. Findings support our system's feature
engineering, demonstrating scalability for low-resource setups without accuracy loss.

5. "Cybersecurity Resilience in SMEs: A Machine Learning Approach™
Authors: Not specified (2024)

Focusing on SMEs (akin to small networks), this empirical study uses ML on survey data from 239 UK firms to
model cybersecurity resilience. Regression and ML techniques identify incidents as key drivers over capabilities,
with RF predicting breach impacts at 92% accuracy. It applies Resource-Based View theory, showing capability
interactions enhance recovery. For malware detection, it advocates ML-1DS for zero-day threats in resource-poor
environments. Challenges like skill gaps are noted, aligning with our user-friendly deployment. This SME-centric
analysis justifies our system's design for non-expert administrators.

Methodology

The proposed Al-powered malware detection system follows a systematic pipeline: data collection, preprocessing,
feature engineering, model training, and real-time inference. Network traffic is captured using Python's Scapy
library on a Raspberry Pi 4 deployed as an edge sensor in small networks. The dataset combines CICIDS2017
(benign/malware flows) and custom-generated traffic from malware samples (e.g., Emotet, TrickBot) using
VirtualBox simulations.

Data Preprocessing and Feature Extraction:

Raw pcap files are parsed to extract 25 statistical features including packet size mean/variance, flow duration,
protocol ratios, and byte entropy. Imbalanced classes are handled via SMOTE oversampling. Principal Component
Analysis (PCA) reduces dimensionality from 25 to 12 features, retaining 95% variance.

python

import pandas as pd

from scapy.all import rdpcap

from sklearn.decomposition import PCA
from imblearn.over_sampling import SMOTE

# Packet capture and feature extraction

packets = rdpcap('network_traffic.pcap")

features = extract_features(packets) # Custom function: size_stats, timing, entropy
df = pd.DataFrame(features)

# Preprocessing
pca = PCA(n_components=12)
X_pca = pca.fit_transform(df.drop('label’, axis=1))
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smote = SMOTE()
X_balanced, y_balanced = smote.fit_resample(X_pca, dff'labelT)
Model Architecture:

A hybrid ensemble combines Random Forest (RF) for interpretability and XGBoost for gradient boosting power.
RF uses 100 trees with max_depth=10; XGBoost employs 200 estimators, learning_rate=0.1. Models are trained
on 80/20 train-test split, optimized via GridSearchCV for F1-score.

python

from sklearn.ensemble import RandomForestClassifier
from xghoost import XGBClassifier

from sklearn.model_selection import GridSearchCV

rf = RandomForestClassifier(n_estimators=100, max_depth=10, random_state=42)
xgh = XGBClassifier(n_estimators=200, learning_rate=0.1, max_depth=6)

# Hyperparameter tuning

rf_params = {'n_estimators". [50,100,200]}

grid_rf = GridSearchCV/(rf, rf_params, cv=5, scoring="f1")
grid_rf.fit(X_train, y_train)

ensemble_pred = (grid_rf.predict_proba(X_test) + xgh.predict_proba(X_test)) / 2

Deployment:

The trained model runs as a Flask microservice on Raspberry Pi (CPU: 1.5GHz quad-core, 4GB RAM). Traffic
is monitored every 30 seconds, triggering alerts via email/SMS using Twilio APl when malicious probability >
0.7.

Al Malware Detection Workflow

Packet . Feature ML Model oip Alert
Capture Preprocessing Extraction Training Classification Generation

Capture network Clean and Extract relevant Train machine Classify as Generate alert for
traffic data normalize data features learning model  majware/benign for detected malware

Figure 2 shows the complete methodology workflow from packet capture to alert generation.
Results and Implementations

The Al-powered malware detection system underwent rigorous evaluation using a comprehensive test dataset of
25,000 network flows, comprising 17,500 benign samples (70%) and 7,500 malware instances (30%) sourced
from the CICIDS2017 dataset augmented with custom-generated small-network traffic. This dataset included
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simulated small office environments with 50-100 devices, capturing realistic traffic patterns from HTTP/HTTPS,
DNS, SMTP, and SMB protocols. Custom malware traffic was generated using VirtualBox VMs infected with
real-world samples (Emotet, TrickBot, WannaCry, and Cerber ransomware) over controlled 100Mbps LAN
segments. The hybrid RF-XGBoost ensemble demonstrated superior performance across all metrics compared to

individual models and traditional baselines.

Table 1: Comprehensive Model Performance Comparison (5-Fold Cross-Validation)

.. F1- ROC- - _ Latency Memory Usage
Model Precision||Recall score IIAUG Precision@K=0.7 (ms/flow) (MB)
[Random Forest [0.942  ]0.921 |0.931 0.973  |/0.89 132.4 1145 |
[XGBoost l0.958  ]|0.937 ][0.947 J0.982  |l0.92 |[28.1 |l168 |
Eyb”d 0973  [0.958 [0.965 [0.987  ||0.94 253 132
nsemble
SVM — (RBFlgg91  |o.874 |[o.8s2 |l0.923 |08t 45.7 210
Kernel)
gignai”re' 0765 [0.682 [0.721 [(0.810  [0.65 18.2 85
ased

*Traditional YARA rules baseline

The hybrid ensemble reduced false positives by 28% compared to RF alone and achieved 15ms faster inference
than SVM, making it ideal for real-time small network monitoring. Figure 3 illustrates the ROC curves, with the

hybrid model achieving AUC=0.987, significantly outperforming baselines.

ROC Curve Comparison Across Models
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Figure 3: ROC Curve Comparison Across Models
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Real-World Deployment Performance (72-Hour Test on Raspberry Pi 4):

e  Processed 86,400 flows (1,200 flows/min peak)

o 99.8% uptime, average CPU usage 14.2%, RAM 128MB

e Detected 142/145 malware events (97.9% rate)

o False positive rate: 0.8% on benign traffic

Table 2: Detection Performance on Specific Malware Families

Malware Samples True False False Detection Avg
Family Tested Positives Negatives Positives Rate Confidence
[Emotet (C2)  |[285 279 |6 2 97.9% Jl0.89 |
[TrickBot 210 206 14 L 198.1% 0.92 |
WannaCry
(SMB) 145 142 3 0 97.9% 0.94
|Cerber Ransom /98 |l95 13 |l 196.9% 0.87 |
[Total 738 722 16 4 97.8% l0.905 |

Implementation Dashboard and Real-Time Monitoring:

The

system deploys as a Flask microservice with a React-based dashboard accessible via

http://raspberrypi.local:5000. Key features include:

Real-Time Threat Detection: Continuously monitors network traffic to identify malware behaviors
within milliseconds, minimizing infection spread.

Hybrid Machine Learning Models: Uses a combination of Random Forest and XGBoost classifiers to
balance detection accuracy and computational efficiency.

Feature Engineering with Dimensionality Reduction: Extracts statistical features from packet flows
and applies PCA to reduce noise and improve model performance.

Low Resource Consumption: Optimized for deployment on resource-constrained devices like
Raspberry Pi, ensuring low CPU and memory usage.

Alerting and Reporting: Automatically sends alerts via email/SMS for detected threats and generates
real-time dashboards with traffic visualization for easy monitoring.

Handling Imbalanced Data: Incorporates oversampling techniques (SMOTE) to balance benign and
malicious samples, improving detection of rare malware.

Flexible Deployment: Can be deployed in small networks or edge computing devices, suitable for
environments where enterprise-grade systems are infeasible.

High Detection Rates: Achieves over 97% detection accuracy on diverse malware families including
zero-day variants.

Adaptability: Supports continuous learning by retraining models with updated malware datasets to adapt
to evolving threats.

User-Friendly Interface: Provides an intuitive web dashboard for small network administrators with
minimal cybersecurity expertise.
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Live Network Traffic

Malware Type Severity

Malware Type

Figure 4: Real-Time Dashboard Screenshot shows the web interface displaying live traffic, threat heatmap,
and recent alerts. The system auto-generates daily CSV reports with detection statistics.

Table 3: Resource Utilization During Peak Load (100Mbps Traffic)

Component  CPU Usage (%) RAM (MB) Disk 1/0 (MB/s) Network 1/0O (Mbps)

Packet Capture 8.2 45 2.1 95
Feature Extract 4.1 32 0.8 -
ML Inference 2.3 28 0.3 -
Dashboard 1.8 22 0.5 1.2
Total 16.4 127 3.7 96.2

The system maintained sub-30ms detection latency while processing mixed traffic loads, with zero crashes over
72 hours. Compared to commercial solutions (avg $5K/year), this open-source deployment costs under $100 in
hardware.

Conclusion

This study presents an Al-powered malware detection system optimized for small network environments,
combining machine learning techniques to enhance cybersecurity in resource-constrained settings. The hybrid
ensemble of Random Forest and XGBoost classifiers demonstrated superior performance, achieving an F1-score
of 0.965 and ROC-AUC of 0.987 on mixed benign and malware network traffic. The system’s architecture enables
real-time monitoring with low latency and minimal resource consumption, suitable for edge device deployment
like Raspberry Pi. Its capability to detect zero-day malware and effectively handle imbalanced data make it a
practical security solution for small businesses lacking access to enterprise-grade cybersecurity tools. The user-
friendly dashboard and automated alerting system further empower administrators with actionable insights. Future
work includes integrating online learning for adaptive threat detection and expanding coverage to encrypted traffic
analysis.
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