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ABSTRACT

E-learning platforms provide flexible access to educational resources but also increase exposure to digital distractions
and create privacy concerns when user activity is centrally monitored. This project develops a privacy-preserving on-
screen activity tracking and classification system in which active applications and browser activity are processed
locally and categorized as productive or non-productive. The implementation uses Flask for backend services,
HTML/CSS/JavaScript for the dashboard, SQLite for local activity history, and machine-learning components
including TensorFlow and scikit-learn. Federated Learning is used to support decentralized model improvement
while the thesis states that raw activity information remains on the local device. The system calculates total screen
time, productive learning time, non-productive time, productivity percentage, and application-wise usage statistics.
Evaluation included unit, integration, system, functional, performance, usability, security, and compatibility testing.
All 12 reported functional test cases passed, and the thesis reports successful operation of the user interface, activity
tracking, classification, productivity analysis, database management, dashboard visualization, report generation, and
Federated Learning modules. The model-accuracy graph shows classification accuracy increasing from 72% at epoch
1 to 96% at epoch 10. The resulting framework demonstrates a practical approach to productivity analytics for e-
learning while maintaining local processing of sensitive activity data.

Keywords: Federated Learning; E-learning; Privacy-preserving analytics; Activity tracking; Activity classification;
Productivity monitoring

I. INTRODUCTION

Online learning has expanded access to virtual classrooms, digital libraries, programming environments,
educational videos, research portals, and collaborative learning resources. At the same time, learners can readily
switch to social media, entertainment, gaming, streaming services, and unrelated browsing during study
sessions. The thesis therefore identifies a need to measure productive and non-productive digital activity in a
way that supports self-regulated learning.

Conventional monitoring approaches can collect screenshots, browsing histories, keyboard events, or
application logs on centralized servers, creating risks of exposure of personal documents, credentials, messages,
and other confidential information. The proposed system addresses this problem through local activity
processing and Federated Learning, in which model training occurs on the user's device and only model
parameters are exchanged for collaborative improvement [1], [2].

The implemented platform combines active-window monitoring, activity classification, productivity
calculations, a local SQLite database, and an interactive Flask-based dashboard. Educational websites, coding
environments, online documentation, virtual classrooms, digital libraries, and research portals are treated as
productive activities, while entertainment, gaming, streaming, social media, and unrelated browsing are treated
as non-productive.

Il. OBJECTIVES

* To develop a privacy-preserving on-screen activity tracking system for e-learning environments.

» To monitor active applications and browser activities in real time.

* To classify user activities into productive and non-productive categories.

* To calculate total screen time, productive learning time, non-productive time, and productivity percentage.

* To generate real-time dashboards, graphical productivity reports, application-wise statistics, and historical
analysis.

* To implement Federated Learning for decentralized model training while preserving privacy through local
data processing.

* To store activity history using a local SQLite database and support a scalable, modular architecture.
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I11. LITERATURE SURVEY

Federated Learning was introduced as a decentralized approach that allows multiple devices to contribute to a
shared model without transferring raw local data [1]. Large-scale federated system design further demonstrated
the feasibility of decentralized training and model aggregation across distributed devices [2]. The thesis also
draws on differential privacy as a broader foundation for privacy-aware data analysis [5].

The implementation context includes machine-learning libraries and algorithms referenced in the thesis,
including scikit-learn [8] and TensorFlow [9]. The reviewed work motivates a system that combines privacy-
preserving learning with on-screen activity recognition and productivity analytics rather than treating
monitoring and decentralized learning as separate functions.

IV. MATERIALS AND METHODOLOGY

System architecture and data flow

The user starts monitoring through the web dashboard. The Flask backend detects the active application or
browser window, and locally collected information such as application name, window title, timestamp, and
usage duration is passed to the activity-classification module. The productivity-analysis module then calculates
total screen time, productive learning time, non-productive time, productivity percentage, and application-wise
usage. Activity records are stored in SQLite, while the Federated Learning module performs local model
training and exchanges model parameters rather than raw activity records.
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Fig. 1. System architecture retained from the thesis.

Implementation environment

Table 1. Software environment reported in the thesis

Software component Specification
Operating System Windows 10 / Windows 11
Programming Language Python 3.10 or above
Backend Framework Flask
Frontend Technologies HTMLS5, CSS3, JavaScript
Database SQLite
IDE Visual Studio Code
Browser Google Chrome / Microsoft Edge
Version Control Git
Package Manager pip
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Table 2. Principal libraries and tools used in the implementation
Library / tool Role reported in the thesis

Primary programming language for application

Python development and machine learning.
Flask Backend framework for API creation, routing, request

handling, monitoring and analytics.
SOLi Embedded local database for activity logs, productivity

QLite .
reports and history.
Pandas / NumPy Data manipulation and numerical processing.
Machine-learning functionality used for Federated
TensorFlow .
Learning models.

Scikit-learn Activity classification, preprocessing and evaluation.

Desktop interaction support and active-

PyAutoGUI / PyGetWindow window/application-title detection.

Interactive dashboard charts and productivity

Chart.js visualizations.

Methodology flow

The thesis methodology follows ten stages: the user starts activity monitoring; Flask initializes system services;
the active application or browser window is detected; activity information is collected locally; activity
classification is performed; productive and non-productive activities are identified; productivity metrics are
calculated; activity records are stored in SQLite; Federated Learning updates the local classification model; and
the dashboard displays productivity analytics and graphical reports.

V. RESULTS AND DISCUSSION

Functional and integration testing

Testing covered unit, integration, system, functional, performance, usability, security, and compatibility aspects.
The 12 functional test cases reported in the thesis all achieved a Pass status, including application launch,
activity monitoring, active-application detection, productive and non-productive classification, time
calculations, database storage, dashboard updates, graphical reports, productivity-percentage updates, and the
Federated Learning update.

Table 3. Functional test cases reported in the thesis

ID Test description Expected result Actual result Status
TCO1 Launch application Dashboard opens Dashboard displayed Pass
successfully
TCO2 Start ?Ct'.\”ty Activity @racklng Tracking started Pass
monitoring begins
TCO3 Detact active Active application | ;o icavion detected Pass
application identified
TCO04 Classify pr_oductlve Correct classification | Productive classified Pass
activity

TCO05 Classify non- Correct classification Non-productive Pass
productive activity classified

TCO06 Calculate_ productive Accurate calculation Cor_rect value Pass
time displayed

TCO7 Calculate_ total screen Accurate calculation Cor_rect value Pass
time displayed

TCO8 Save activity records Data stored Database updated Pass

successfully
TCO9 Display (_ja§hboard Statistics displayed Dashboard updated Pass
statistics correctly
TC10 Generate graphical Graphs generated Charts displayed Pass
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TC1l1 Upde;)t:rgéﬂ?:gc:wty Correct calculation | Updated successfully Pass
TC12 Federas;?j;gammg Local model updated Model updated Pass
Table 4. Test-result summary reported in the thesis
Module Result
User Interface Pass
Activity Tracking Pass
Activity Classification Pass
Productivity Analysis Pass
Database Management Pass
Dashboard Visualization Pass
Report Generation Pass
Federated Learning Pass
Overall System Performance Pass

Activity-classification performance

The thesis reports that the activity-classification model achieved increasing accuracy over ten training epochs.
The original performance graph records 72%, 76%, 81%, 85%, 88%, 90%, 92%, 94%, 95%, and 96% from
epochs 1 through 10, respectively, with a final reported accuracy of 96%.
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Fig. 2. Model accuracy over training epochs retained from the thesis.

Privacy-preserving operation

The test-result section states that the Federated Learning module successfully performed decentralized model
training while preserving user privacy and that no raw activity information was transmitted outside the local
device during testing. This result aligns with the proposed architecture, in which user activity is analyzed locally
and only model parameters are exchanged during collaborative learning.

Dashboard and productivity analytics

The implemented dashboard presents screen-time and productivity summaries, application usage information,
activity categories, hourly activity, weekly productive and unproductive trends, and detailed application
breakdowns. These interfaces provide the visual evidence used in the thesis to demonstrate real-time reporting
and historical activity analysis.
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Fig. 3. Student activity summary dashboard retained from the thesis.
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Fig. 5. Application usage and activity-category analysis retained from the thesis.

Overall discussion

The reported results demonstrate successful integration of the monitoring, classification, productivity-analysis,
storage, reporting, and Federated Learning components. The module test summary records Pass outcomes for all
major components, while the 10-epoch accuracy graph shows progressive improvement to 96%. Together with
the dashboard outputs, these results support the thesis conclusion that the system can provide useful e-learning
productivity analytics while keeping activity processing local.

VI. CONCLUSION

* The privacy-preserving on-screen activity tracking system was successfully designed and implemented using
Flask, HTML, CSS, JavaScript, SQL.ite, machine-learning components, and Federated Learning.

* The application monitors active applications and browser activities, classifies productive and non-productive
behavior, and calculates total screen time, productive time, non-productive time, productivity percentage, and
application-wise usage statistics.

* All 12 reported functional test cases passed, and the module summary reports successful operation of all
evaluated system components.

* The activity-classification accuracy graph increased from 72% at the first epoch to a final reported 96% at the
tenth epoch.

* The thesis reports that no raw activity information was transmitted outside the local device during testing,
supporting the intended privacy-preserving architecture.

* The developed dashboard provides real-time and historical productivity visualizations intended to help
learners identify distractions and improve study behavior.

SUPPLEMENTARY SYSTEM DESIGN AND OUTPUTS
Supporting diagrams and implementation outputs are retained here to preserve thesis evidence without
overcrowding the main article.
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Fig. S1. Data Flow Diagram retained from the thesis.
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Fig. S2. Entity Relationship Diagram retained from the thesis.
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Fig. S3. Use Case Diagram retained from the thesis.
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Fig. S4. Initial screen activity tracker dashboard retained from the thesis.
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Fig. S6. Detailed application breakdown and category analysis retained from the thesis.
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