JSRT JOURNAL PAGES: 9-31

BT DT 2/24/24
JOURNAL OF SCIENTIFIC RESEARCH AND TECHNOLOGY(JSRT) VOLUME-2 ISSUE-2 FEBRUARY
Registered under MSME Government of India ISSN: 2583-8660

Analytical Study On Prevention And Detection Of
Financial Cybercrime And Frauds Using
Transaction Pattern Generation Tool

Dr. Narendra Sharma?', Krishna Annaboina®

!Associate Professor, Dept. of Computer Science, Sri Satya Sai University of Technology and Medical
Sciences Bhopal, India.

“Research Scholar, Dept. of Computer Science, Sri Satya Sai University of Technology and Medical
Sciences, Bhopal, India. anneboina.krishna@gmail.com

ABSTRACT

E-commerce is a vital sales avenue for multinational businesses in today's technology environment. Due to the fast
growth of e-commerce, credit card sales have increased. Unfortunately, criminals have profited from credit card
theft. The discovery of safety faintness in standard credit card dispensation schemes has increased credit card theft,
costing billions of dollars yearly. Modern credit card thieves are agile and use cutting-edge tactics. Global fraud
complicates credit card issues for banks and other financial businesses. Many techniques, such as First Virtual,
Cyber Cash, and SET, are employed to avoid financial cybercrime. Although customers and businesses rarely use
these systems, they are very secure. These models protect our online transactions, but they cannot prevent fraud if a
customer's credit card information is physically lost or falls into the wrong hands. The study is distinctive in that it
uses data mining, statistics on one stage for modeling portion. Effort detailed in thesis necessity be beneficial to
academics; in particular, a literature review of data mining techniques is an effort to offer a roadmap for the
researchers to explore and choose the best data mining approach before putting it into practice. Additionally,
building additional financial applications benefits from an considerate of the role data mining plays in detecting
economic misconduct.

Although the programme was developed with online transactions in mind, cardholders can also use it for offline
transactions.

Keywords: Financial cybercrime, frauds, data mining.

I. INTRODUCTION

India's Internet usage is growing rapidly. It has opened doors in every field, including business. Every
coin is two-sided. The internet has flaws. Cybercrime is a major negative. Internet connectivity has left us
subject to security dangers connected with large networks, among other negatives.

Today, consumer-focused retail, financial, communication, and marketing enterprises employ data
mining. It helps them assess sales, customer happiness, and business profitability. Finally, they may "dig down"
into summary data to see transaction data. Data mining lets retailers offer tailored promotions based on a
customer's point-of-sale record. Major components of data mining include a data warehouse, database, and other
information repository. Servers retrieve data depending on client requests. Knowledge base evaluates pattern
interestingness, while pattern evaluation module focuses search on interesting patterns.

E-commerce is a vital sales avenue for multinational businesses in today's technology environment. Due
to the fast growth of e-commerce, credit card sales have increased. Unfortunately, criminals have profited from
credit card theft. The discovery of safety faintness in standard credit card dispensation schemes has increased
credit card theft, costing billions of dollars yearly. Modern credit card thieves are agile and use cutting-edge
tactics. Global fraud complicates credit card issues for banks and other financial businesses.

The IC3 website received 275,284 complaints between January 1 and December 31, 2008, according to
the 2008 Internet Crime Report [41]. From 206,884 complaints in 2007, there is a 33.1% increase. Online frauds
and ethical issues dominated these publications' charges. 2008 recorded the biggest financial loss for referred
complaints ($264.59 million)

According to a Gartner survey [40] of 160 firms, online transactions have 12 times more fraud and e-
tailors spend 66 percent more for credit card discount rates than conventional merchants. In fraud incidents, Web
retailers are liable, whereas credit card companies protect conventional businesses.
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1.2 OBJECTIVE OF RESEARCH:

e To talk about many types of financial cybercrimes and scams that happen nowadays, such as phishing and
credit card fraud.

e Two, learn about many data mining means,and

e Term "fraud prevention" refers to strategies aimed at preventing fraud from happening. The goal of fraud
detection, on the other hand, is to promptly uncover fraudulent activity after it is safeguarded. After efforts to
prevent fraud have been unsuccessful, the next step is fraud detection. Since it is common to be oblivious to
the fact that fraud protection has failed, ongoing usage of fraud detection is essential in practice.

1.3 RELATED WORK IN FRAUD DECTECTION:

The difficulty of detecting credit card fraud is rising in tandem with the card's rising popularity. When it comes
to improving accuracy—specifically in classification—traditional data mining techniques are woefully
inefficient. Credit card fraud detection relies heavily on accurate categorization. There is a proposal to use a
genetic algorithm for forced it card fraud detection in order to increase its accuracy. Because it is a smart
algorithm that optimizes the issue to aid with prediction and increase accuracy. Credit card fraud detection
systems that came before used rules as their foundation. Banks establish these standards to identify fraudulent
transactions, however these procedures compromise accuracy for many transactions.

There has been a lot of talk in the academic community about data mining as a potential solution to the problem
of credit card fraud detection. To combat this, Gosh and Reilly developed a method that uses neural networks to
identify fraudulent activity [1]. They used a large dataset of tagged credit card transactions to train their
algorithm. Among the many forms of fraud that fall under this category include applications, counterfeit items,
mail-order purchases, lost or stolen cards, non-receipt issue (NRI) fraud.

Dorronsoro et al. [3] identifies a large frequency of credit card dealings and a short decision-making window as
two distinguishing features. They distinguished between real and fake actions by using Fisher's discriminating
analysis.

M.Syeda et al. [4] used similar granular neural networks to haste up data mining, information detection for
detecting credit card scheme. There is a comprehensive mechanism in place for this.

By using distributed data mining to break down large amounts of transactions into smaller ones, P.K. Chan et al.
[5] were able to construct models of user behavior. Combining the resultant basic models creates a meta-
classifier, which in turn increases the detection's accuracy.

When discussing cross-bank data exchange, Chiu and Tsai [7] consider web services. We have developed a fraud
pattern mining (FPM) method to prevent assaults by mining fraud suggestion instructions, which provide
material about new fraud designs.

There are a few published survey studies that classify, compare, and synthesize literature about fraud detection.
In a thorough study, Phua et al. [8] surveyed fraud detection systems that rely on data mining.Kouetal. [9]
compiled a list of methods for detecting credit card fraud, phone fraud, and computer intrusions. According to
V.Hanagandi et al. [11] developed a deception notch by analyzing past transactions on credit card accounts.
Using density-based clustering and radial basis function networks (RBFN), they provide a method for
distinguishing fraudulent from legitimate transactions. After transforming input data into cardinal constituent
interplanetary, clustering, RBFN modeling make use of a small number of components.

In their analysis of credit card fraud detection problems, Ashen et al. [12] determine how successful
categorization methods are. They tested the efficacy of logistic regression, neural networks, and decision trees as
fraud detectors.

H. Shao et al. [13] introduced a system for identifying fraudulent activity in customs declaration data by using
data mining techniques, like extensible multi-dimension criteria statistics perfect, cross fraud-detection method.
For the purpose of securing online banking, K.B. Bignell [14] outlines the design of multi-layer artificial neural
networks with feed-forward.

In their demonstration of its application to the detection of fraud, Srivastava et al. [15] use a Hidden Markov
mimic (HMM) to mimic the stages involved in processing credit card transactions. When first trained, an HMM
takes into account the usual actions of a card holder. For a trained HMM to reject an incoming credit card
payment as fraudulent, the rejection probability must be sufficiently low. Simultaneously, they also strive to
avoid the denial of legitimate transactions.

In order to identify cases of electrical energy theft, J.E. Carpal et al. [17] suggests a system that uses rough
groups, KDD. Our technique detects patterns of fraudulent behavior by evaluating the area between fraudulent
and genuine customers in great detail using previous data sets from electricity providers. Using these patterns,
they create classification criteria that electricity providers may employ to identify fraudulent clients.

www.jsrtjournal.com ISSN: 2583-8660




JSRT JOURNAL PAGES: 9-31
s dadi 2/24/24
JOURNAL OF SCIENTIFIC RESEARCH AND TECHNOLOGY(JSRT) VOLUME-2 ISSUE-2 FEBRUARY
Registered under MSME Government of India ISSN: 2583-8660

I1. DATA MINING METHODS

A DEFINITION OF DATAMINING:

Data mining is practice of automatically analyzing and extracting information from database data using one or
more machine learning algorithms. Data mining sessions aim to find patterns and trends in data. The act of " non
trivial extraction of implicit, before unidentified, possibly beneficial material from data" is known as data
mining. Additionally, "the science of collecting valuable information from huge datasets or databases.”
To begin, let's agree data mining is a clearly clear process that, given data, generates models or patterns.
Data mining approaches include searching through large datasets for meaningful patterns and trends in order to
extract actionable insights. Data mining initiatives have made use of a wide variety of methods, association,
classification, clustering, decision trees, prediction, neural networks, among many others. The principles and
procedures of each methodology define the kind of problems they tackle. Following this, we will income a quick
look at those data removal methods.

2.1 SUGGESTION:

Well-known data mining approach known as suggestion finds patterns by analyzing the connection between
variables in the same transaction. This method also goes by the name "relation approach” since it finds the most
common occurrences of various objects in the data set by studying their relationships. One of the many common
uses of association rules is the discovery of sales correlations in medical datasets or transactional data
[3].Retailers often use association because it provides valuable insights on customer purchasing habits.

By analyzing past sales data, stores may discover patterns like people constantly purchasing crisps with beers.
By strategically placing beers and crisps side by side, businesses can save customers time and boost sales [4].
Market basket analysis is a common name for association rule due to its roots in retail. [1].

2.2 CLASSIFICATION:

For precise analysis and prediction of massive data sets, classification techniques sort datasets into predefined
categories. Customers, objects, and other data sets may be better understood by classification, which involves
specifying several qualities to establish a certain class. If you want to classify buildings according to their
occupancy or construction type, for instance, you may do so simply by looking for certain criteria like structure,
height, or unit. You may apply a new construction to a certain class by comparing the database's declared
properties. Using these guidelines, you may categorize your consumers according to their age, gender, and
socioeconomic status. In addition to determining a classification, classification may contribute into the output of
other approaches like clustering, which uses shared qualities across classes to find groups, or decision trees,
which decide a classification.

2.3 CLUSTERING:

Data mining often makes use of clustering as one of its primary methods. The purpose of the clustering
procedure is to comprehend the similarities and differences in the dataset by analyzing one or more qualities to
find data that is similar to each other. Because it divides the data into several categories to find a cluster of
related outcomes, clustering is also known as segmentation. If we want to make it easier for readers to find books
on a certain subject without having to search the whole library, we can use the clustering strategy for book
management in libraries. This involves grouping books that have certain commonalities onto one shelf and
giving it a relevant name.

2.4 DECISION TREE:
Part selection criteria might be based on decision tree approaches. Moreover, to facilitate the selection
and use of certain data within the broader framework.

The decision tree begins with an easy question with two (or more) possible solutions. With each response comes
a new set of questions designed to bolster the data's categorization or identification, allowing for either
prediction or classification. Classification systems often utilize decision trees to connect type information, and
predictive systems use them to accelerate the structure of the tree and the output depending on different
predictions based on past data. [5].

2.5 PREDICTION:
The process of making a forecast by studying previous occurrences or examples. For example, when using the
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credit card authorization, you may determine whether a purchase is fraudulent by combining decision tree
analysis of previous transactions with categorization pattern matches. It is very likely that the transaction is
legitimate based on the Match between the bought flights to the UK and transactions in the UK. [5].

2.6 NEURAL NETWORKS:

These days, many individuals rely on Neural Networks. Method often used when data mining technology was in
its infancy. The Al community came together to build the artificial neural network. Users are not need to possess
extensive expertise in the field or the database in order to operate neural networks, since they are highly
automated (as stated in [4]). To get the most out of the neural network, you must be familiar with the following..

e Connections between the nodes.
e  Get the most out of your computing power.

e  Cutoff point for training completion. There are two primary components of a neural network: the node and
the connection.

e  Node—matching the node to a neuron in the human brain is completely free.

e The structure of the network is defined by this arrangement of neurons and the connections between them.
One powerful method of predictive modeling is neural networks. Even for specialists, it's a challenging
concept to grasp. It generates very complicated things that are difficult to grasp in their entirety. The neural
network has many different types of uses. Using this, the company was able to uncover instances of fraud

[4].

To improve the compression ratio, data compression techniques have made use of a variety of tools, including
discrete cosine transforms, discrete wavelet transforms, neural networks, and deep learning algorithms [5, 6].
When it comes to data compression, unsupervised learning models, including self-organization feature maps, are
the most popular neural networks. SOFM (6.3) the author laid up the foundation for SOFM, vector quantization,
and entropy coding.

111. DATAWARE HOUSE IMPLEMENTATION

Once transaction data has served its operational purpose, it is removed from the database. If a company
doesn't have a decision support facility, they collect data and then throw it away. A data warehouse, a kind of
interactive media, receives the data, nevertheless, in the presence of a decision support environment.
Think of the data warehouse as a repository for all relevant business records assembled to aid in decision-
making. For a more comprehensive analysis, see W.H. Inmon's work from 1996.This definition states that a data
warehouse is a collection of nonvolatile, subject-oriented, integrated, time-variant data that helps with
management's decision-making.

3.1 DATA WAREHOUSE ARCHITECTURE

Providing business users with read-only access to summarized data from the past is a big challenge for data
warehouse design.

The relational model lends itself well to the following data warehouse architectures:

. Star schema
. Snow flake schema
. Constellation schema

Star schema architecture:

Among data warehouse designs, star schema is the most basic. The two main parts of a star schema are fact
table, dimension tables. These tables let you to browse through certain categories, summarize, dig down, and set
criteria.

Today, data warehouse implementations still mostly employ the star schema, despite it being the most basic data
warehouse design. This is because it accounts for 90-95 percent of all instances.

Snow flake schema architecture:

As a modification to the star schema concept, the snowflake schema normalizes some of the dimension
tables and further separates the data into other tables. The schema graph that comes out of it looks like a
snowflake.
Unlike star schema models, snowflake models provide for the possibility of maintaining dimension tables in
normalized form to reduce repetition. With the dimensional structure incorporated as columns, a large dimension
table may easily become massive. This reduction in area is negligible, however, when contrasted with the regular
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size of the fact table.
3.2 IMPLEMENTATION ENVIRONMENT

The FCDS implementation was carried out in Oracle 9i. As explained in Chapter 6, data warehouse is created,
applied in Oracle 9i and comprises of a number of tables. Same chapter also contains images of each table.
Lookup tables are made to keep track of a customer's recent spending patterns. Current online transactions are
provided to the FCDS as input. For this transaction, a risk score is generated using a linear equation and the
TRSGM's criteria.

To make the setup easier to use, stored procedures, functions, packages, and triggers were created. These were
used to determine how each transaction differed from the typical profile of the consumer.

3.3 SAMPLE RESULTS

Genuine Transaction

+ Oracle SQL*Plus EIEE
Fib: Edt Seach Optirs Help
s> @pg: ~

Enter value For card_id: 1
ola ea7: v_eaFaid:-scard_id:

¢_shipping_
hipping :
for lncatinn id

Enter galue
ola ves:
new vy

i 88

[iverage Anount of purchases per day 217955
verage nunber of transactions per day :.9222
[Anount spend in the current category S19u86
line passed since the same category purchased
1218 BANETAHTNETAE TG 01 481 AT

ince the same categery purchased Dags: 1218 Hours:1 minubes:37

e Lhe some product pur 21252891019

[ine passed since the same product purcn-sen Days: 1252 Nours:1 minutes:11

[seconds =i

Time passed since the last transaction

S3PY . DU,

line passed since the last tr on Days: YY¥ Hours:U minutes:12 seconds:12
i an i trauy

Re—— l.\. 111
dhans [

late night =58

T u -

Flgure Example output of Data Mining Submission for Genuine Transaction-I

+ Oracls SOL%Plus EEE

Fie Efl Seach Optias Help

Hunber of Lises Uhe same product porchased i IS
Hunber of times the transactions taken place within same category 27

Maximun Hunber of transactions a day :5

Hunber of transactions perforned during (3:01 to 6:00) 122

Hunber of transactions performed during (6301 to v:iou) 6H

Hunber of transactions performed during {9:01 to 12:um) vz

Hunner af crforned during (12:07 to 15180) B
Hunber of 1 erformed during (15:00 Lo 18:08) =B
Hunher of 1 erformed during (18:01 Lo 21:08) B
Hunber of Lransactions perforsed during (21:01 Lo 00:00) N
Hunber of transactions perforned during (00:01 to 9:00) 1
uerage ARoUNt of purchases per ueek 11268 4@
Average Humber ofF transactions per week .70
Maximun Hunber of transactions a week b
Maximun Anount of Purchase weekly sty
fuerage fnount of porcha per fortnight 2TP6.72
Aureage Hunber of broan o i 8.82
0
T 19922

fuerage finount of purchases per month 25450 .40
fuerage Hunber of transactions per month :7.63
Maximun Hunber of transactions a manth Bk
Haxinun Anount of Purchase monthliy RLE]
Nucrage Anount of purchases per sunday 21936
Muerage Hunber of transactions pee sondag .33
Haxismun Hunber of Cransactions @ sumday 3
Maximun individual Amounl of Cransaclions on sunday 12692
Maximun total Amount of transactions on sunday 2632
fuerage Anount of purchases per holiday HER ]
Average Hunber of transactions per holiday Do
Maximun Hunber of transactions a holiday ]
Maximun individual Anount of transactions on holiday 07

of 5 on heliday 121

Ho of transactions ordered from the same location:6@

Ho of transactions shipped with the same current shipping address:a
Ho of transactions with different shipping and billing address:0
Mo of transactions ordered in the different ci

i v
o of Lransactions shipped in Uhe different country:®
Hn nf transactions necforned within & hooe Hme nan:77 »
< »

+ Gt SOL s

Figure 2 lllustration output of Data Mining Application for Genuine Transaction-I1
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+ Oracls SOL*Plus

Fie ER Seach Oplirs Help

Haximum Husber of transactions o week h
Maximun Anount of Purchase weekly 17409
Muerage AROUNE OF purchases per fortnight 1272672
fverage Humber of transactions per fortnight :3.682
Maximun Humber of transactions a fortnight 1
Maximun Anount of Furchase fortnightly
ucrage ARount ofF purchases per
fuerage Honber of
Haximum Hunber of
Maximun Arounl of v
fuerage AROUNE of purchases per sunday
fuerage Hunber of transactions per sunday
Maximun Hunber of transactions a sunday :
Maximun individual Amount of transactions on sunday 12092
Maximun total Amount of transactions on sunday [2edE
fmount of purchas per ol L

Hunber of | 5l liday .

Hunber of Lrans. e holiday 52

individual Amount of transactions on noliday 6TR
total Amount of transactions on holiday e

Mo of transactions with the same seller =

Anount of purchases with the same seller iy

Ho o ansactmns ardered From the same location:od

Ho with the same current shipping address:n

) and BETTing adde
et city within same

diffe

ordered H ]

of Ltransactions ordered in Lhe different city oulside of Lhe state:0
of transactions ordered in the different country:@

of transactions shipped in the different city within same state:o

of transactions shipped in the diftterent city outside of the state:u
of transactions shipped in the different country:®

Ho
Ho
Ho
Ho
Ho
Ho of transactions performed within 'l I|m|| time gap: H'

Ho

Ho

Ho

Ho of transactlnns perforned within 7 day tim gap:=m7
Ho of transactions performed within 15 day time gap:55
Ho of transactions performed after 15 days:h

Lenerated Risk Score:.uBuguiBgy
Lenuine Transaction

Figure 3 Illustration output of Data Mining Submission for Genuine Transaction-111
Fraudulent Transaction

+ Oracls SOL*Plus
Fie ER Seach Oplirs Help

0Ly Blpg;
1969 /
Cnter value For card_in 2o0

ew 9RR:

Enler IM‘Jln-

old 9

new 96!

Enter value for amount: 11000

jold ¥wo: v_amount : <Banount;
new YU: _ “11008;
Enter value For seller_id: 3%

v _seller

L]
u_shipping_id:=&shipping_id:
u_shipping_id:=10;
location_id: w3
id:=Glocation_id;

Hunber of Lransactions:510

[iverage Anount of purchases per day 145,06
[Auerage nunber of transactions per day 12795
Anount spend in the current category HEEEES)

line passed since the same category purchased
1653857
Time el sinee the same o
a

T i e cince the same pro
Tine passen since the same product purchased Days: Hours: minutes: seconds:
Tine passed since the last transaction

=109 87157407 a7 4ary

line passed since the last transaction Days. 1|w HOUrs ;1% ninutes:s5 seconds:n
Maxinun ARount of Transaction

Maximun Anount of chace daily ::ww

ry purchased Dags: 169 Hours:12 ninubes S5

i af tra Lk
Hunber of during late sl

Hunber of Limes Lhe same product purchased i

Hunher af times the transactinns taken nlare within same cateanrn “Th
<

Figure 4 Hlustration output of Data Mining Application for Fraudulent Transaction - 1.
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+ Oracls SQL*Plus

Fie ER Seach Oplirs Help

Hunber of Limes the transactions Laken place within some calegory Th
Maximun Hunber of transactions a day 5

Hunber of transactions performed during (3:81 to &:00)

Hunber of transactions perforned during ( to f:00)

Hunber of transactions performed during (¥:01 to 12:e@) t
Hunber of transactions performed during {12:07 to 1%:00) Bl
Hunber during {15:00 to 1R:@m) Y
Hunber (18:01 to 21:08) 214
Hunber (21:01 to A0:RA) SR
Hunber of Lransaclis during (88:01 Lo 3:00) 33
uerage AROUNt of purchases per ueek 2101854

fuerage Humber of transactions per week .7

Maximun Hunber ofF transactions a week B

Maxinun Anount ofF Purchase weekly 510

Average ARount of purchases per Fortnight TEE6.BY

fuerage Hunber of Lran 10 o ight .49

[Haax Hunber of Lrans 1 Fartnight M

M fmount of Purchase Fortoightly 7268

fuerage AROUNt of purchases per month W13 67

muerage Hunber of transactions per month :7.08

Maximun Hunber of transactions a month =1

Maxinun ARount of Purchase monthly S1uNeH

Average AROuNt oF purchases per sunday BUERY

nucrage Hunber of

Hunber of
i widual Anow
total Amount of Lransact 1662
fuerage ARouNt of purchases per holiday 136688

Auerage Humber of transactions per holiday T

Maximun Humber of transactions a holiday 1

Maximun individual Amount of transactions on holiday Ha
Maximun total unt of tra ions on holiday HA S

h th Te t

1662

Ho of Lran: i From Lh ame location:@

Ho of transactions shipped with the same current shipping address:0
Ho of transactions with different shipping and pilling address:o

Ho of transactions ordered in the dirfferent city within same state:o
Ho of transactions ordered in the difterent city outside of the state:n
Ho transactions ordered in the ditferent country:¥

o in the ditferent city within same srate
Ho iFFerent city outside of the st
M 1 iFFerent country:d

Hu of Lransaclions perfurmed wilhin & hour Lime gap:38

M0 nf feansactions neefoened within R hooe Fime nan:19

<

Figure 5 Mockup production of Data Mining Application for Fraudulent Transaction -11

+ Oracls SQL*Plus
Fie ER Seach Oplirs Help

Haximum Hunbe g Fig
Maximun Anount of Purchase weekly 5710
Muerage AROUNE OF purchases per fortnight 22206 .83
fverage Humber of transactions per fortnight 13,69
Maximun Humber of transactions a fortnight m
Maximun Anount of Furchase fortnightly BFLE]
ucrage ARount BtE
fuerage Hunber :7.38
Haximum Hunber of 1R
Haximum fAnounl of Purchase monthly 10498
fuerage AROUNE of purchases per sunday 114356
fuerage Hunber of transactions per sunday 12577
Maximun Hunber of transactions a sunday =
Maximun individual Amount of transactions on sunday 11062
Maximun total Amount of transactions on sunday BITHS
Anount of pur . per holiday 36 .88
* Hupher of Lrans, [ holiday .
Hunber of Lrans 1T hmliday 2]
i ARDU; transactions on holiday 612
Maximun total Amount of transactions on holiday 612
Mo of transactions with the same seller H
Anount of purchases with the same seller H
Ho i m the same location:d
Ho the = i m
Ho
Ho HJ
Ho transactions ordered i different cily oulside of the state:d
Ho of transactions ordered in the different country:@
Ho of transactions shipped in the dirferent city within same state:o
Ho of transactions shipped in the difterent city outside of the state:n
Ho of transactions shipped in the different country:9
Ho of transactions pertormed within i

per Forned  w;

of transactions performed within 7 day time gap::i7

transactions perforped within 15 day time gap:as
of transactions perforned after 15 daps:28

Lenerated Risk Score:.B/H18255

Fraudulent Transaction

PL/ZOL procedure successFully conpleted .

(SOL>

Figure 6 Hlustration output of Data Mining Application for Fraudulent Transaction -1

Doubtful business

Now a example of doubtful deal is shown along by chance of transaction being honest or fraudulent.
Photo of table suspect is also revealed where filed suspect_count is incremented
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Fie ER Seach Oplirs Help
0Ly B Lpy; A
1969 /

Cnter ualue for card_id: 107
v_zarﬂ!d &card_i!:

u_proid:=4a053;
Enter value for anount: 32000
jold ¥eu:
new 990
Enter valug
nld 991:

- il1 an
u snipping id -&snlpplng_ld'
new 992 u_shipping_id:=3
Enter value For location_id: 56
jold Ywi: v_location_id:=Glocation_id;
new Ywi: w_location_id:=bo;
Enter value For holiday:

i1 99! u_hal
w904z u_hliday:=0;
Hunber of Lransaclions:682

Tiday;

[iverage ARount of purchases per day 2169146
uerage nunber of transactions per day 3299
[Anount spend in the current category R

line passed since the same category purchased
2185166/ 07085 185 185 185 185185 185 185 165185
T i e wd singe Che same cateqoey purchased Days: 135 Hours:hb mingbes:

wd singe Che some product poe :
Tine passed since the same product purchased Days: MNours: minutes: seconds:
Tine passed since the last transaction

=108 . a7 4ary

line passed since the last transaction Days: 108 Hours:1% ninutes:hZ seconds:hb
Maximun ARount of Iransaction 1vEmt

Maximun ARount ofF Purchace daily TR

Hunber of Lr. 543

Hunber of 1 :59
Hunber of Limes Lhe same product purchased 0
Hunher af times the transactinns taken nlare wirhin same catennrn 122 e

< ¥

1107 aM

Figure 7 Example output of Data Mining Application for Doubtful Transaction-I

Fie ER Seach Oplirs Help
Hunber of Limes the transactions Laken place wi
Maximun Humber of transactions a day
Hunber of transactions performed during (3:81 to & BD) 122
Hunber of transactions perforned during (6:01 to 9:00)
Hunber of transactions performed during (9:01 to 12:e@)
Hunber of transactions performed during
Munher af transactions perforacd during

equry 2123 I

Hunher perFare )
Hinher perForne tu AN:0n) a4
Hunber perforned Lo 3:08) 3

fuerage ARoUNt of purchases per ueek
fuerage Humber of transactions per week
Maximun Hunber ofF transactions a week
Maxinun Anount ofF Purchase weekly
Average Anount of pur:nasns per Fortnight
furrage Hunber of |
Haximum Hunber of 5l
Haximun finount of Purchase Fortnig
fuerage AROUNt of purchases per lumtn
muerage Hunber of transactions per month
Maximun Hunber of transactions a month
Maximnun ARount of Purchase monthly

Average AROUNt OF purchases per sunday D163y a2
nucrage Hunber of Sunday 2115
Hunber of H
individual Amount of tra e on sunday 19841
total Amount of Lransactions on sunday 126554
fuerage ARouNt of purchases per holiday 160114
Auerage Humber of transactions per holiday HR 1)
Maximun Humber of transactions a holiday B
Maximun individual Amount of transactions on holiday 5518
Maxinun total Amount M— transacunns on holiday H Al
1 t

1arm
ame location:@

Ho of transactions shipped with the same current shipping address:0
Ho of transactions with different shipping and pilling address:o

Ho of transactions ordered in the dirferent city within same state:o
Ho of transactions ordered in the difterent city outside of the state:n
Ho of transactions ordered in the different country:d

Mo of transac

Ho of Lrans.

thin same state:n
FRerent city oulsi
Ho of Lransa pped in the different conntey:d
Ho of Lransactions performed within & hour Lime gap:91

Hn nf teansactions nerforned within & hoore rime nan=a2 e
<

ns shipped in the ditferent city
pped in

Figure 8 lllustration output of Data Mining Submission for Doubtful Transaction-I1
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+ Oracls SGL*Plus |

Fie ER Seach Oplirs Help

Haximum Hupber of transactions a msonlh 12 -~
Maximun ARount of Purchase monthly 70135
fuerage AROUNT of purchases per sunday $1635.42
fverage Hunber of transactions per sunday 1.0115
Maximun Hunber of transactions a sunday H
individual Amount of transactions on sunday J19ENT

total Amount of Eransactions on sunday SraLLN
Anount of purchases per holiday SER1. 1L
Hunber of Lrans w e D) dday P
Haximum Hupber of Lransaclions o holiday E
Maximun individual Amount of transactions on holiday
Maximun total Amount of transactions on holiday
Mo of transactions with the same seller
Anount of purchases with the same seller

of transactions ordered from the same locatio
nf il w th L r
of
of
of transactions ordered in the different
of transactions ordered in the different country:®
of transactions shipped in the different city within same state:o
of transactions shipped in the difterent
ot transactions shipped in the ditterent
T acti perforned within
rEarmed wi
per Forned w
perforned within

of transactio 24 hour Line gap

of transactions performed within 7 day time gap:az2
of transactions performed within 15 day time gap:6@
of transactions perforned after 15 days:11
Frobability of the transaction being genuine:./woo/us
Frobability of the transaction being fraudulent:.2S332958
icious Tra

§3ZFFFIE33E3

LE22433T4

FL/SQL procedure successfully completed.
SOL> select » from suspect where cardid=107:

CARPID TRAMSACTL DAYS HUURS HINUTES SECUHDE SUSPECT_COUNT

187 16-APR-1R 108 15 &2 L] 1

11210 aM

Figure 9 lllustration out put of Data Mining Application for Doubtful Transaction-111
Multiple product instruction provision

+ Oracls SOL*Plu EEE
Fie ER Seach Oplirs Helo

B0l B Lpy?s A
2075 /

Enter value for card_id: 10

jold1 @6 v_cardid:=&card_id;

neu 1 G w_cardi [ H

Enter value for shipping_id: 7w

ala1my: u_shipping id:-Rshipping ia;

el 817 v shipping id:=79;

Enler value For 1o ion_id: BA

ld1018: w_lucation_id:=Hlocalion_id;

neut i u_location_id:=g0;

Enter value For holiday: O

j0ld1mw:

new1eIv:
Enter value
11820

Enter value For
jold1mes: Bproduct_id;
E

nunt
1)==1258;
&

{
{
Cnter value for seller_id: %
jold1 8252 u_seller_id(1):=hseller_id:
neut 8252 v_seller_ld{1):=56;

Enter value For category_id: 7

jold1826: v_catid{?):=Geategory_id;
e B2e: v_catid{z L
Enter value For i

n1d1A27 2
el BT 2 v proid{?):-7Esa;
Enter value For amount: J245
j01d10828: u_proamount(2) :=kamount ;
H u_pr (2)z=D245;
Enter value For seller_id: 1%
jold1m2y: v_seller_id{2):=hseller_id;
ety u_seller id{¥):=15;
Hunber of |

fuerage i . per day 0L, 31
fverage nu ns per day 0266
Tine nassed since the same catennen 1 nuechased &~

< ¥

Figure 10 Example output of Data Mining Application for Multiple Order Creation Support - |
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+ Oracla SOL*Plus =1
Fie ERk Seach Optirs Hep

Tine passed <ince the same category 1 porchased I
=156 93947

Time passed since the same category 1 purchased Days: 156 llours:22 minutes:24
fseconds:i2

lime passed since the same category ¥ purchased

BELR LI
ri

passed since the sane cateqory 2 puarchased Days: 120 Hours:P? minutes:sh
2

aell since Uhe same product 1 porchased 157005
Tine passed since Lhe same product 1 purchased Days: 157 Hours:® minules:7

[seconds 12

Tine passed since the same product 2 purchased 1654 559061

Tine passed since the sane product 2 purchased Days: 1654 Hours:i1¥ minutes:2o
seconds:12

Tine passed since the last transaction

120907
Time passed since The transaction hly : IRI‘ Hour=:22 minubes 58 wecomds &2
Haximun fAnount of Transaction 13640

Maximun Anount of Purchase daily 060N

Hunber of transactions during day 537

Hunber of transactions during late night 59

Hunber of times the same product 1 purchased T

Hunber of times the same product ¥ purchased 3]

Munber af times the tr. tions taken place within same cateqory 1 53
Munber of Limes Ehe b bions taken place wilhin some cateqoey 2 291
Haximum Hunber of 1§ s day b

Hupber of Lransacbions performed during (3:81 Lo &:00) 15
Hunber of transactions performed during (6:01 to 9:00) 277
Hunber of transactions performed during (9:01 to 12:00) 112
Hunber of transactions performed during {12:W1 to 15:00) 2
Hunber of transactions performed during {1%:W1 to 18:80) H
Hunber of transactions performed during (18:W1 to 21:80) 203
Munber of Lrean perforned during (21:01 to 60:8A) 273

Hunber of 1

srFormed during (BR:0 Lo 3:0@) hft

fuerage fAnount of purchases pee weck <609 AT
fuerage Hunber of transartlnns per week .63
Maximun Hunber of transactions a week =7
Maximun Arount of Purchase weekly 132633
Average ARount ofF purchases per Fortnight T13EHE. Bo

Average Humber of transactions per Fortnight :3.53

Maximun Hunber of tr ctions a Fartniqht s

Haximun finount of Pu = Fortnightly A0NTS

fuerage Anount of per munkh SITTT.AD

fuerage Hunber of Lransaclions per month 2707

Mavimun Hunher nf transacrinons a manth =13 &~

+ Craue S0U"Phs

+ Oracls SQL*Plus EE®

Fie ER Seach Oplirs Help

Haximun finount of Purchase weekly 22433 -~
Muerage ARount of purchases per fortnight 13800 . 06

fuerage Humber of transactions per fortnignt 19.50

Maximun Humber of transactions a rortnight 0

Maximun Anount of Purchase fortnightly AUNTS

Average ARount of purchases per momth RITT0.12

ucrage Hunher of transactions per month N

Haximum Hunber of Lr. 13
Haximun fnount of Purchase -llﬂllllu AB31A
fueraye Arounl of purchases per sunday 879,29
fuerage Hunber of transactions per sunday 1.0008
Maximun Humber of transactions a sunday =
individual Amount of transactions on sunday Hatl
Maxinun total Amount of transactions on sunday ]
Average Anount of purchases per holiday HEL N
fuerage Heber of Lra fay BT
Haximun Hunber of Lra 22
Haximum individual fiao e o holiday zARRE
Maximun total Amount of transactions on holiday 15566

Ho of transactions ordered from the same location:d
Mo of transactions shipped with the same current shipping address:o
Mo of transactions with different shipping and billing address:p

g tions ordered in the ditterent city within same state:y
tions ardered in the ditferent city autside oF the state:n
ordered in the different country:f

ipped in the different city within same <tate:0
ions shipped in the different cily vulside of Lhe state:0
Ho of transactions shipped in the different country:@

(Tine since last transactlon:138.9977

Ho cluster:®

Degree of outlier:.2yiusn

Mo of transactions peri—nrma ntnm ll hour time gap: 1B|

I
perFurne
Ho of transactions performed within 7 day time gap:265
Ho of transactions performed within 15 day time gap:55
Ho of transactions performed after 15 days:20
Lenerated Risk Score:.2v253108

Lenuine Transaction

PL/ZOL procedure successFully conpleted .

(SOL>

< ¥

Figure 12 Example output of Data Mining Application for Several Order Product Support - 111
3.4 RESULT ANALYSIS & DISCUSSIONS

The TRSGM's ability to produce a very dynamic risk score is by far its most intriguing finding. For
example, if a consumer makes a purchase and the transaction value changes slightly while all other inputs
remain constant, the risk score that is created will likewise be altered. The risk score would also take into
account this small modification. We have repeatedly used the application for various transaction amounts
with a small fluctuation while keeping all other inputs constant. Additionally, we reset all the lookup tables

www.jsrtjournal.com ISSN: 2583-8660
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prior to taking the result a second time and moving forward. Here is an example.

For input Card Id 125
Category Id: 6Productld 60050
Seller Id 750

Shipping Id: 410Locationld:980

Table 1 Example output of application for dissimilar transaction quantities

/Amoun 5000 50001 5002 5003

t

RiskSc 0.2927 0.2927 0.2927 0.2928
ore 7495 7506 7513 7596

Fie ER Seach Oplirs Help
-

SQL> @tpg:
1969 /

Enter value for card_id: 125
jold YH7: i

d: i 40050
=dproduct_id;
=60050;

u_s Bueller id;
u_seller_id:=750;

991:
Cnter value For shipping_id: i@
jold 9921 u_shipping_id:=&shipping_id:
neuw 992 u_shipping_id==u10;
Enter value for location_id: we@
jold Ywi: w_location_id:=Glocation_id;
o Y n_id:-vRN;

w

i =0

w holiday:=Eholiday;
ew 904 w_huliday:=9;
Generated Risk Score:. 29277495
Genuine Transaction

FL/SUL procedure successkully conpleted.

L

Figure 13 Sample output of Data Mining Application for dissimilar deal amounts-I

www.jsrtjournal.com ISSN: 2583-8660
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+ Dracls SQL*Plus FE®E
Fie ERk Seach Optirs Hep

SOLY @tpg:
969 /

Enter value for card_id: 125

jold Y87z v_cardid:=kcard_iad;
new YEI: v_cardid:=1¥s;

Enter value

1 9RR:

ew 9RR:

Enler value for product_i

iold 989 w_proid: -qn-ndurt iz
new 989 u_proid:=60050;

Enter value For anount: 5001

jold Yoz v_amount i =Banount ;
new YU v_amount :

Fuler value For weller id 7;0

nld 991z

ew 991z u_ 1
Enter walue For shipping_. id= |1u

jold 9922 u_shipping_id:=&shipping_id:
neuw 992 u_shipping_id:=s10;
Enter value For location_id: 9s@

old yya: u location_id: “Glocation_id;
new Y0 lacation id:-ug
Enter value For I|||'I n

i1l 904z u hu u.v =Eholiday;

rew 9942 w_holiday:=8;
Generated Risk Score:. 29277506
Genuine Transaction

FL/SUL procedure successkully conpleted.

L
L
w1
501
501
501

+ Craue S0U"Phs

Figure 14 Example output of Data Mining Request for dissimilar transaction amounts - 11

+ Dracls SQL*Plus [E=1E)

gLy
R
L
w1
501
501
501
suL>

weu ORR: u_cal
Faler value For product

Fie ER Semch Optirs el
0Ly @tpg
69 /

Cnter walue for card_id: 125

jold 873z v_cardid:=&card_id;
new YHI: w_cardid:=1¥s;

Enter value For category_id: &

aln uRE: u_catid:-Eeateqory id;

: ABESH

ld 989: u_proid:=Sproduct_id;
new 989 u_proid:=60050;

Enter value for anount: 5002

jold ¥wo: v_amount :<Banount;

new 990 v_amount ;<5002 ;

Enter value For seller_id: /50

nld 991: v seller id:=Bueller id;

ew 9912 v seller id:=750;

Enter walue For shipping_id: 418

jold 9922 u_shipping_id:=&shipping_id:
new 992 u_shipping_id:=u10;

Cnter value For location_id: saa

jold Ywi: v_location_id:=Glocation_id;
new Y9 v_location_id:=vEU;

Enter value £or holiday: u

nld 9042

e 9042 v holiday: -ﬂ
Generated Risk Score: 292??5‘3
Genuine Transaction

FL/SUL procedure successkully conpleted.

Oracke SOL*Fus |

-

Figure 15 Example output of Data Mining Application for dissimilar transaction amounts - 111
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+ Oracls SQL*Plus EE®

Fie ER Semch Optirs el
I
SOLY @tpg:
969 /
Enter value for card_i!: £

new 989 u_proid:=60050;
Enter value For anount: SUNE

old YU

=Rl le
ww 901z w_neller_id:=7SH;
Cnter value For shipping_id: &1@
jold 9921 u_shipping_id:=&shipping_id:
neuw 992 u_shipping_id:=s10;
Enter value for location_id: ve@
jold Ywi: w_location_id:=Glocation_id;
new Y0 idz-uRn;
Enter val o

ew 904 w_huliday:=8;
Generated Risk Score: 29287596
Genuine Transaction

FL/SUL procedure successkully conpleted.

L
L
w1
501
501
501
gL>
gL>
L >

L
L
soLy |

Figure 16 Example output of Data Mining Submission for different deal amounts - IV

For input Card Id 1210
Category Id: 5Productld:50010Amount : 4500Shipping Id : 590Locationld:110

Table 2 Example output of application for dissimilar sellers

Sellerl
d

801

587

986

30

RiskSc
ore

0.2881

1595

0.2878
0605

0.2881
1623

0.2880
2632
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+ Oracls SOL*Plus
Fie ER Seach Oplirs Help

SQL> @tpg:
1969 /
Enter value for card_id: 218

jold Y87z v_cardid:=kcard_id;
new VEI: i
Enter value
1 9RR:
ew 9RR:

Enler value

jold 989

new 9691

Enter valug

jold ¥9u:

new YU

Enler value

nld 991z v seller id:=Rseller id;
ew 991z v_seller_id:=801;

Enter walue For shipping_id: 599

jold 9922 u_shipping_id: -asnipplng_lc:
neuw 992 u_shipping_:

Enter value For location_id

old yya: u lacation_:

new Y0 1acation

Enter value For I|

nld 9042

rew 9942 u_h =85
Generated Risk Scnre -28811595
Genuine Transaction

FL/SUL procedure successkully conpleted.

L
L
w1
501
501
501
suL>

Figure 17 Example output of Data Mining Application for dissimilar sellers-1

+ Oracls SOL*Plu EEE
Fie ERk Seach Optirs Hep

50Uy @tpg:

Enter value For card_id: 218

old YEi: v_cardid:

neu YRP: u

Enler value For c

n1d 9RR:

ew 988

Enter value For pr-r.mur

old 9691 u_pro:

new VB9 u_proid:=5aue;
Enter value For anount: h5oQ

old Y9 _amount :

ew 900 u_amn

Futer value for weller nl SRY

nld 991z u_seller_id

new 991: u_seller_id

Enter walue for shipping_id

jold 9922 u_shipping_id: -&snipplng_lo:
new Ywic w_shipping_id:=5vu;

Enter value bor location_id
o1a wua:

e 993z

Enter value For I|
uld 99%4: ddy =Bholiday;
new 994 u “holiday:=9:
Generated Risk Score: 28780605
Kenuine Transaction

FL/SUL procedure successkully conpleted.

L
w1
[S0Ly
[S0Ly
[S0L>
suL>
suL>
L
L
L
soLy |

Figure 18 Illustration output of Data Mining Application for dissimilar sellers-11
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Fe ER Seach Optied Heb

JSRT JOU
MRS P oty

~
[SL> @tpy;
1969 /
Enter value for card_id: 210
old YHi: v_cardid:=kcard_ia;
new YHi: v_cardid:=10;
Enter value For cateq R
i1 08R: u Leqory id;

ew 98R: vt 1

Eoler value For product_id: 50010

old 9697 u_prodd :=&product_id;

new 989 u_proid:=Sadie;

Enter value For anount: %00

old wwi: v_amount ;=Banount ;

new YW: v_amount:=asuu;

Foler value For seller id: 9R6

nld 991z v_seller id:=Bseller id;

wu 991z w_seller_id:=0863

Enter value for shipping_id: 590

jold 9921 v_shipping_id:=tshipping_id;:
new 9922 u_shipping_id:=590;

Enter value For location_id: 110

jold wyi: v_location_id:=klocation_id;
new Yz v_lncation id:=110;

Enter value for holiday:

a1 904z v hol Eholiday;
ew 994z w_holiday:=8;
Generated Risk Score:. 20811620
Genuine Transaction

FL/SUL procedure successkully conpleted.

nq1 >
w1 >

+ Cracle SOU"Phe B [ 0Ll T

Figure 19 Example output of Data Mining Application for dissimilar sellers-111

+ Oracls SQL*Plus EE®

Fie ER Semch Optiors Hel
SOLY @tpg:

Cnter value for card_id:

jold YHI: w_cardis

new YEI: w_cardis

Enter value For cateqor

1 9RR: i

ww ORR: : ;

Enler value for prod d: 50010

jold 9892 u_proid:=&product_id:
new 989 u_proid:=So0ie;

Enter value For anount: W5um

jold You: v_amount ;=Banount ;

new Y9U: Y_amnount :=a5u0;

Euter value for weller id: 30

nld 991z v seller =Eseller id;
ww 901z w_neller_id:=30;

Cnter value For shipping_id: 590

jold 9921 w_shipping_id:=&shipping_id:
neuw 992 u_shipping_id:=59@;
Enter value for location_id: 110

jold Ywi: w_location_id:=klocation_id;
new Y0 u_lacation id:-11m;
Enter value for holiday: 0§

i1l 904z w holiday:=Eholiday;

rew 9942 w_holiday:=8;

Generated Risk Score: 20802632
Genuine Transaction

FL/SUL procedure successFully completed.

L
L
w1
501

Figure 20 Example output of Data Mining Application for dissimilar sellers-1V

We have also checked if customer purchases the same product, category, amount, seller, shipping
address on dissimilar location, then its alteration is reflected in risk score.

For input Card Id 1600

Category Id: 7Productld 70150

Amount 5300

Shipping Id : 1596Sellerld 110

www.jsrtjournal.com ISSN: 2583-8660
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Table 3 Example output of application for dissimilar locations

Locatio 351 352 353 354
nid
RiskSc 0.2545 0.2460 0.2288 0.2497
ore 3484 8244 1003 576

+ Oracle SOUTus
Fe Ede Search Opbons Help

~
SOLS Bkpg;
1949 /
Enter value for cord_id: 1600
old 9871 u_cardid:=teard_io;
new 987: u_cardid:=1600;
Cnter value for +
old VEH:
new YEE:
Enter walue #or
old 989 :
new 0RO u proid:=7H156;
Cnter value for amount: 5380
old 990: u_anount :=hamount ;
new 990: u_anount:=5300;
Enter walue for seller_id: 771
old ¥91: w_seller_id:<Gseller_id;
new Y91 w_seller_id:=/i1;
Enter waloe for shipping id
old 992: u_shi
new 992 [
Enter value for location_id: 351
old 9931 u_location_id:=<&location_id;
new 993 uw_location_id:=351;
Enter walue For holidag: @
old Y9I w_holiday:=Gholiday;
new vz u_haliday:=u;
Cenerated Risk Score: 25453484
Cenuine Transaction
PL/SOL procedure successfully completed.
oLy
oLy
oLy
gL
SOy
SOy
SQLY
SQLY
SOLY
oLy
oLy
w0Ls
SOy v

< ¥
=7 =K

Figure 21 Example output of Data Mining Application for dissimilar locations-1

+ Oracle SQLus
Fle Ede Search Options Help

~
SOLY @by
1949 /
Enter value For card_id: 1600
old 987: u_cardld:=tcard_id;
new 9A7: u_cardid:=1600;
Cnter value for category id: 7
old PEE: w_tatid:=Gocategory_id;
mew VEH: w_tatid:=i;
Enter ualue #or praduct id: Fmisn
wld DRY: w proid:=Eproduct id;
e DRO: w proid:=70158;
Cnter value for amount: 5380
old 990: u_anount :=hamount ;
mew 990: u_anount :=5300;
Enter value for seller_id: 771
old W91z u_seller_:
mew PRz u_selle P
Enter value for sl 508
wld 097 =Behipping id;
mew 992 u =1504;
Cnter value for ation_: 52
old 993z u_location_id:«tlocation_id;
mEw 993z u_location_id:=352:
Enter value ¥or holiday: @
[ TH w_holiday:=Gholiday;
new vanz u_holiday:z=u;
Cenerated Risk Score: 284BR245
Cenuine Transact ion
FLASOL procedure successfully completed.
oLy
oLy
oLy
T
SOl
SOl
SOL»
SOL»
SOL»
oLy
oLy
gL
oLy | -
< »

74 start ¥ Grade 50U

Figure 22 Example output of Data Mining Submission for dissimilar locations-11
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+ Orache SQUTIus

Fle Ede Search Opbons Help

~
SOy Btpg;

1949 ¢

Foter value for card_id:z 1600

old 987 : u_cardid:=toard_id:

new 9871 u_cardid:=1600;

Cnter value for category_id: 7

old YBH: w_catid:=Beategory_id;

new YEH: w_cati EH

Enter ualue #or product 150

uld DRY: v proid:=Epraduct id;

niew RO u proid:=70156;

Cnter value for amount: 5360

old 99@: u_anount :=Gamount ;

new 990 H

Enter value for 8]

old ¥91: id:=Eseller_id;
new 991 i

Fnter value for uh 1504

wld 097 : seRehipping id;
new 992 u ing_ i 1594 ;

Cnter value For location_id: 353

old 9931 u_location_id:=&location_id;
new 9931 u_location_id:==353;

Enter value for holiday: ©

old YRn; w_holiday:=Gholiday;

new von: u_holiday:=n;

Cenerated Rick Score: 22881003

Cenuine Transaction

PL/SOL procedure successfully completed.
0L

SOLx

SOLx

sgL>

sOLy

sOLy

SOLY

SOLY

SOLY

SOLx

SOLx

E0L>

sOLy v
< L

+4 start + Ovacls S0L*Phe

* Oracle SOLPlus
Fle Ede Search Options Help

-
SOy Btpy;

1949 ¢

Enter value for card_id: 1600

old #87: u_cardid:=tcard_id:

new %A7: u_cardid:=1600;

Cnter value for category dd: 7

old ¥EE: w_catid:=Geategory_id;

new WEH: v_tatid:=rs;

Enter ualue kor product id: FEIs0

wld DEY: u proid:=Eproduct id;

new DEY: u proid:=70150;

Enter value for amount @ 5380

0ld 990: u_anount:=kamount ;

new 990: u_anount:=5300;

Enter value for seller_id: 771

old ¥91: w_seller_id:<kseller_id;
new $91: w_seller_id:=7i1;

Enter value for b ] 1504

wld 007 u ing Ehipping id;
new 093 : v ing 1504 ;

Cnter value for location_id: 354

old 993: uw_location_id:«&location_id;
new 993: uw_location_id:=a5u;

Enter walue for holiday: @

old weu: w_holiday:=Gholiday;

new won: u_holiday:=n;

Cenerated Risk Sco - PROTSTA

Cenuine Transaction

PL/SOL procedure successfully completed.
0L

SOLF

SOLF

gL

sOLy

sOLy

SOLY

SOLY

SOLY

SOLF

SOLF

EgL>

sOLy v
< »

Or ache SOL"Phe

Figure 24 Example output of Data Mining Application for dissimilar locations—-1V

The program calculates cluster coverage of each new incoming transaction amount, if it is larger than 10%, the
perfect shoulders, transaction is legitimate given the customer's history of regular payments. As a result, the
application assigns the transaction a risk score of 0. Here's an illustration
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+ Oracls SOL*Plus
Fie ER Search Oplirm Help
IS0l *Plus: Release 9.2 0.1.08 - Production on Wed Apr 21 13:10:08 20810 ~

icopyright (c) 1982, 2002, Oracle Corporation. #ll rights reserved.

Edition Kelease 9.7 .0.1.0 - Production
y, OLAP amd Dracle Data Hining options
A.1.8 - Product ion

OL» set serveroutput on:

[soLy @ tpg:

ey J

enter ualue for ca' _id:
v

nter value for product
jold 989:

nter value For selle
1d 991:
eu 991

u_| =-0;
luster cnuerage of this amount :33.30%
Lenmerated Risk Score:l
tenuine Transaction

procedure successFully conplebed .

Figure 25 Example output of Data Mining Application for Cluster Attention

Author has thoroughly tested applications, verified that transactions that closely match customer buying
patterns (such as the highest purchase in a given category, the most transactions in a given period of time, the
most transactions ordered from the same location, etc.) generate the lowest scores. The transaction generates a
higher risk score since it deviates more from the typical profile and the customer's purchasing patterns. Here's
an illustration. As this particular group of transactions increased, the risk score declined.

Thecustomerhavingcardid1570hasthemaximumpurchasinghabitinthegivenfieldashelow.
Category 2

Timeframe :18:01t021:00

Location Id 205

Seller Id 257

+ Oracls SOL*Plus =1

Fie Eft Seach Oplien Helo

SOL> @tpg:
969 /
Enter value for card_id: 1570

jald VES: w_cardid:-Bcard_id;
new V7D v_cardid:=1570;
Enter ualue For cateq:
111l 9RE: u ury_id;
RITH u
Enter value For product_id:
jold 989 w_proid:=tproduct_id;
new 989 u_proid:=20050;

Enter value For anount: GUME

old Yoz u_amount :=Banount;
new Y90 v_amount :=6a00;

Enter value for seller id: 967

i1 991z w_seller_id:=fseller id;

e 904 : w_seller_i
Enter value For shipping id:
jold 992 w_shipping_id: -ashipvlng_io:
new 992 u_shipping id:=567
Enter value For location_id: 2w
oL YYD u mcatmn i=Glocation_ia;
oeu w0 ion_ia:-zms;
Enler value For I|||l Yy
i1d 904z w_hol =kholiday;
ew 9942 v_huliday:=9;
ge @mount of p per day 41160
ge nunber of transactions per day 2729
Anount spend in the current category RSty
Tine passen since the same category purchased
L

4 since the some cateqory purchased Dags: 16k Hours:13 winutes:39

e the same product purechased :
d since the same product purcamsen bays: MWours: minutes: seconds:

Tine passed since the last transaction

161 .

line passed since the last tramsaction Days: 161 Hours:7 minutes:d2 seconds:2¥

ARount of Transaction 16200

Anount af nailu sRu1Y

Hunber of tra T

Hunber of Lr Yate might 40

Hunber of Lin product purchased H

Munher af times Fhe Francactinns faken nlare within sane catenmen 109

Flgure 26 Example output of Data Mining Application for supreme buying practice mput |
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+ Oracla 5QL*Plus EEmE
Fie ER Seach Oplirs Help
Hunber of Limes the transactions taken plaoe within some calegory 189 -~
Maximun Humber of transactions a day =
Hunber of transactions performed during (3:01 to &:00) R
Hunber of transactions performed during (6:01 to #:00) 5
Hunber of transactions pertormed during (9:01 to 12:w@) H1)
Hunber of tr. ansactmns perrormed nurlﬂg {12111 to 15:00) B
Munber af tean z 2
Munber of Lran ring (18:00 Lo 21:00) 2183
Munber of Urean ring (21:00 Lo 60:08) 295
Hunber of l.roll:ml.l.unl: perrurllrd during (80:01 Lo 3:088) 18
fuerage Amount of purchases per ueek 12808366
uerage Humber of transactions per week 1 22
Maxinun Hupber of transactions a week
Maxinun Anount ofF Furchase weekly 1J|85‘!
Average ARount oF purchases per Fortnight 6ZNF .9
ey w.-lu-r of Lransactions per Forbuight 12,63

1
Haximun ﬂlulllll nf Fllrrh e Fortnightly ?ﬁ?ml
fuerage ARoUNt of purchases per -untn 12495 .67
muerage Hunber of transactions per month :5.27
Maximun Humber of transactions a month =10
Maxinun Anount oF Furchase monthly SISEYN
Average AROunt oF purchases per sunday BTN
nucrage Husher of transactions per sunday 1.rasN
Haximum Husher of transactions a s 15
Haximun individual Amount of tr.a 2SR
Haximum Lolal Amount of Lransactions on :ulllluy B51h
fuerage ARount of purchases per holiday 1345 .50
Auerage Humber of transactions per holiday 122
Maximun Humber of transactions a holiday i3
Maximun individual Amount of transactions on holiday 3w
HMaxinun total Amount of transachnns on holiday 5¥NG
Ho of Lrans h the wame weller 15
fmount of p 3 1er 720u

"
e same location: 164

Ho of transact: snlppen with the same current shipping address:0

Ho of transactions with different shipping and pilling address:@

Ho of transactions ordered in the dirfferent city within same state:@
Ho of transactions ordered in the different city outside of the state:u
Mo of transactions nrneren in the gitferent country:w

thin same state:n
tside of the state:f
el in "II' |I|FF|'r|-||l country: i

Hu of Lransaclions perforned wilhin & hour Liee gap:121

M0 af teansactions neefaened within A home Fime nansoa

4 Orace S0U"Phe

Flgure 27 Model output of Data Mining Application for extreme buying practice mput I

+ Oracla 5QL*Plus EEmE
Fie ER Seach Oplirs Help
Haximun Hunber of transactions o week 18 -~
Maximun Anount of Purchase weekly 114851
Muerage ARount of purchases per fortnight 26247 .93
fverage Hunber of transactions per fortnight 12,63
Maximun Humber of transactions a fortnight 2T
i Anount of Furchase Fortnightly prling
Nucrage AROUNT oF pUrchases per nonth BRI
fuerage Hunber of tr s e oonth 15,97

Haximum Hunber of transactions a mnth n

Maximum frounl of Furchase monthly 25894

fuerage AROUNE of purchases per sunday 13904

uerage Humber of transactions per sunday 1.265n

Maxinun Hunber of transactions a sunday H

Maximun individual Amount of transactions on sunday 12508

Maximum total Amount of transactions on sunday H a0
fuerage fnount of po per holiday 345 .58

fuerage Hunber of Lr s peer Dol diday ]
Haximum Husbier of Lr s o holiday 3

Maximun individual Amount of transactlnns an holiday 3197
Maximun total Amount of transactions on holiday 15945

Mo of transactions with the same seller H

ARount of purchases with the same seller e
rdered From the same location:1ve
shipped with the same curvent shipping address:u

i address i
Ho of Lramnsa r sbate:f
Ho of Lransactions urllrn.-ll in the l]l.rf!l’!lll city vulside of the state:@
Mo of transactions ordered in the different country:®
Ho of transactions shipped in the different city within same state:o
Ho of transactions shipped in the difterent city outside of the state:n
o of transactions shipped in the dirferent :nuntly ]

hour Lime g
||r!|n|

Ho of transactions performed within 7 day tim gap:193
Ho of transactions performed within 15 day time gap:77
Ho of transactions performed after 15 days:14
Lenerated Risk Score:.21/85372

Lenuine Transaction

PL/SOL procedure successFully conpleted.

(SOL>

< ¥

4 Orace S0L"Phe

Flgure 28 Model output of Data Mining Application for extreme purchasing practice |nput 1l

Fraudulent transactions shouldn't go unnoticed in the same way. In light of these two considerations, the
model is flexible. Although 0.8 is the top threshold value used here, it can be altered with further
knowledge. The weighting of each characteristic is also determined in accordance with the advice of the
credit card company.

Bayesian learning produced one intriguing finding. When a customer uses their card with 1D number 8 for
their first transaction, it seems suspicious. After a brief interval, he executes a second transaction that is
worth $13,500 and is flagged as fraudulent by Bayesian learning.
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+ Oracle SOL*Plus
Fie ER Seach Opltirs Help
0Ly e bpgs

SOL> @ tpg:

(1969 /

Enter value For

jold YE7:

new YRE:

Enter value For o

n1d 9RRE:

rew 988

Enter value For

jold 989 u_proid: -&pr-ndu:t id:

new YEY: w_proid:=40u3d;

Enter value For anount: 17900

jold ¥eU:

ew 900

Fnter value For |'I!|r id: as

nld 991: u_seller_ =Eseller_id;

new 991: u_seller_id:=05:

Enter walue for shipping_id: 56

old 992 ! =tshipping_id:
1 H

new Yoz

knter value kFor
nla Y9z

For

new 994 v_holiday
rrobability of the transaction being genuine: 8269506
Frobability of the transaction being fraudulent:.17380We3
Guspicious Transaction

Lenerated Risk Score:.53200992

PLASL procedure soceessfully conpleled .
SQL> select » from suspect where cardid-g;

CARDID TRAMSACTI DAYS HOURS HIMUTES SECONDS SUSPECT_COUNT

B 19-AFR-18 132 1% H nr 1
T
1069 7

Cnter value for card_id: 8
n1n 9R7: u pardid:=geard i
[

Figure 29 Example output of Data Mining Application for Bayesian Learning - |

CARDID TRAMSACTIT DAYS HOURS HIMITES SFCOHDE SUSPECT_COUWHT

8 19-APR-10 132 19 H u7 1
SUL> Htpg;
ey /

Enter walue For card id: 8

nld 987: =feard_id;
niew 987 -8

Enter walue For calegory id: 2

old 9882 u_catid:=&category_id:
new 988 u_catid:=2:

Enter value For product_id: ZUBes

old YE9:

new B9

er value
290z

9290:

Enter walue seller- 10 an

old 9912 u_seller_id:=&seller_id:
new 991z §
Enter value

old Ywi:

new Y0P

Enter value

nld 993:

new 999: w_lucation_

Enter value For holiday: @

old 994z u_holiday:=&holiday;
new YN w_holiday:=u;

Fraudulent Transaction

Frobability of the transaction being genuine:.36udve
Probability of t transaction be Fraudulent : 63047097
(AU Rixk LERANLI1L

FL/SQL procedure successfully completed.
SOLY select w from suspect where cardid-g;

CARPID THRAMSACTL DAYE HUURS HINUTES SECUHDE SUSPECT_COUNT

B 19-APR-1R L] " 1 2n L]

SOLx

Figure 30 Example output of Data Mining Application for Bayesian Learning-11
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IV. CONCLUSION

As we covered in Chapter 1, many techniques, such as First Virtual, Cyber Cash, and SET, are employed to
avoid financial cybercrime. Although customers and businesses rarely use these systems, they are very secure.
These models protect our online transactions, but they cannot prevent fraud if a customer's credit card
information is physically lost or falls into the wrong hands.

An Internet Virtual Credit Card Model has been provided by Anshul Jain et al. [1]. In this scenario, the
bank will provide a login name and password. Then A virtual credit card number and expiration date would be
provided by bank after classification into the bank's website. In order to complete an online transaction, the
customer must provide and remember four pieces of information: their login ID, password, virtual credit card
number, virtual card's expiration date. In my perspective, it will cost the customer more and make it harder for
them to recall these extra facts.

The Reserve Bank of India recently mandated that all banks in India offer unique passwords to their
credit card holders for use during online transactions. This strategy is already being applied in other nations.
Although the first transaction is quite safe, in my opinion, this strategy is insufficient to stop fraud since, while
the consumer is completing the first transaction, a fraudster might potentially get the password by hacking the
computer or using another method.

4.1 PROPOSED FINANCIAL CYBER CRIME PREVENTION MODEL

In this arrangement, the credit card holder receives a unique password for online transactions as well as the
ability to choose the length of time the password will remain active. The client must sign onto the bank's
website. He can then set his password for the online transaction as well as its expiration date. If it has expired,
he cannot finish the transaction. If he is the legitimate cardholder, he must connect onto the bank website, set a
password, and specify an expiration date for the password.

As a result, in this paradigm, the password is only active until its expiration date has passed. When the
password expires, the customer must request a new password from the bank along with confirmation of its
validity. The customer's chosen expiration date needs to fall between the current day and the card's real
expiration date.

While in our concept, the user will provide the password, making it a user-defined word that is simple for
him to remember. Customers that deal frequently may choose to make their password expiration date very brief
in order to prevent falsification. Additionally, he has the option of setting the password expiration date to the
following day. As a result, the customer may ensure the security of each of his online transactions. Customers
might choose a long expiration date if they don't transact frequently or see of it as overhead. When financial
cybercrime spikes significantly in a given month, users can choose a shorter expiration date to prevent fraud.

4.2 SIGNIFICANCE OF THE RESEARCH

The study is distinctive in that it uses data mining, statistics, artificial intelligence on one platform for
modeling portion. Work detailed in thesis must be beneficial to researchers; in particular, a literature review of
data mining techniques is an effort to offer a roadmap for the researchers to explore, choose the best data
mining approach beforehand putting it into practice. Additionally, building additional financial applications
benefits from an sympathetic of the role data mining plays in detecting monetary corruption.

Although the programme was developed with online transactions in mind, cardholders can also use it for
disconnected dealings.

Although we have created a specific application, we believe, current approach can be successfully applied to
prevent infiltration in other database applications with just small application-specific modifications.

We contacted practically all of Gujarat's banks, but none of them are currently utilizing any form of software
for detecting financial cybercrime. Consequently, our data mining program has been quite helpful to them.

4.3 LIMITATION OF THE STUDY::

Customers who frequently use their credit cards are the only ones who use the data mining programme that has
been built. It is not for people who only deal occasionally throughout the year. The customer's whole
purchasing history must be learned by the model in order for it to accurately forecast future transactions. As the
customer completes more transactions, perfect gets stronger, studies customer's behaviour, more accurately
anticipates the transaction.

Parameter holiday is different for each country, despite the fact that the application is global and was created
with consideration for all nations. Therefore, to apply this update, the application needs just modest changes.

www.jsrtjournal.com ISSN: 2583-8660




JSRT JOURNAL PAGES: 9-31
hah it 2/24/24
JOURNAL OF SCIENTIFIC RESEARCH AND TECHNOLOGY(JSRT) VOLUME-2 ISSUE-2 FEBRUARY
Registered under MSME Government of India ISSN: 2583-8660

4.4 FUTURE SCOPE OF THE RESEARCH:

Present work takes into account the customer's site when they conduct an online transaction. It is not taken into
account which machine is used for the online transaction, in future effort IP address may also be taken into
account, designs may be developed for this IP address. Only issue is that IP addresses are changeable rather
than static. Therefore, it is important to take this element into consideration.

The research has been prepared and carried out with the utmost care to fulfill the research objectives. It is
impossible to halt in this sector since it constantly has to be updated to take into account the dynamic changes
that have occurred as the genuine issues.

Although the DBSCAN data mining procedure is only used for transaction amounts, it can also be used for
additional attributes.
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